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*1-3 AIESHE

SHHRIR SH AR
INT16 AR5 160 %4
UINT16 T (161 H 4y
INT32 15 (320 # 4
UINT32 TETF5 (321 #e 4
INT64 15 640 4L
UINT64 TETF5 (641 He 4y




SHHRIR SHAR
DOUBLE BRS04, = [INT32).[INT32]
HEX SRR
CHAR TR
STRING FIFH R
IPADDR I3t
MAC MAC i
DATE H
TIME I} ]

12 ﬂﬂ'ﬁ[gfi ER E IL.‘1I=I e

1.2.1 &

1.2.2 1

1.2.3 18

A5 BEHOR AR S H B RIR A (S B D, f{E B O s —

FEE LR, WA TS B OB T IT R, R vrnEitl & (console). M5 £%5 (monitor).
HEZM X (logbuffer). HEFHL (loghost) F1HE S/ (logfile) J5g i H &R B

i1t info-center source 74 ] DL B HEAE S5 H N, ad s B mr DU & H &4
HH 5 1) DA R R R e e AR B s A5 R A ) H B S BT . T (S B R T EEE TR B SR
H G5 B2 bl B 20 T8 4 5 1o 9, H R o dn SR 46 8 e PS40 6 Cinformational)
Ffs B, Mg 0~6 ({5 B S 219 & i fa 7 1 .

KFEEHOMEMHRIES N, “MEERARHEEEES” 1 “EEH07.

UL ==
H i@t Console #2101 B 5k bt 4% f5, o LIRSS & FSun & 2% &b H &

E’E?ﬁ‘uéﬁ* FFRLL AUXL VTY. TTY BB P &G P & {8 IR S R fa, mHeE

AT BiEoRHE, R ERTUUTERE:

e 47 terminal monitor 43T & N o IhAE

e i#Hid terminal logging level iy &3 E 7 Y HT 2 b s HERGON . SLPRReE7E 24 b
FERFIHEZS HE info-center source 1 terminal logging level #y&3:[qE ke
JE o

terminal monitor @4 Ml terminal logging level 4 R 4aig A%, M EHE

WS, HEERRE.

B HEZ R X RE AR

it display logbuffer & AR HEZMMX ik HE



1.2.4 18

1.25 18

HEXHKREAE

R H BRI HE S Em X, F Aol BUF 77 20 H &S0 X it H B AR A7 2 H

B

o 4T logFile save w4 Fall HESCHEZE R X A i P 75 48 847 31 B 3B S0

o RGN HE M X N A RAE R H B SRR, N 24 Nk P
A LLiEd info-center logfile frequency A& B A7 & 1.

H &S0 s (-7 842 cfaO:/logfile/; NS CF RE& 0 X, NMEVERIESRE N CF E5 /N

X ¥ logfile H% (cfali/logfile/).

it more x4 Al LAA A H E S N2 .

T HEEVIREAE

HFAECE info-center loghost 4 )5, W&SREE IP M HEFNAIEHE, EHEE
FLER AT EE SRS HE. mFfRe 2 AMHEFEN, T2K#4T info-center loghost

i

TR e BB R HE AR A5 B A DS A0 H B RS E -3, B, HE
FHRH T H EE R X0 5 kA E )y 514,

1.3 BHRRYIR

R 1-4FH T A ATREAE KR S8 H S B, o, “OPENSRC” AR I A T A A B
MIHE, ASfEH “OPENSRC FREAIFARR)” Fom AT AT B K H G AE 2

R1-4 HHERRTIR

RRF REREFR
AAA Authentication, Authorization and Accounting
ACL Access Control List
ANCP Access Node Control Protocol
APMGR Access Point Management
ARP Address Resolution Protocol
ATK ATK Detect and Defense
ATM Asynchronous Transfer Mode
BFD Bidirectional Forwarding Detection
BGP Border Gateway Protocol
BLS Blacklist
CFD Connectivity Fault Detection
CFGMAN Configuration Management
CONNLMT Connect Limit
DEV Device Management




RERZ

RIREFR

DHCP Dynamic Host Configuration Protocol

DHCPR IPv4 DHCP Relay

DHCPS IPv4 DHCP Server

DHCPS6 IPv6 DHCP Server

DHCPSP4 IPv4 DHCP snooping

DHCPSP6 IPv6 DHCP snooping

DIAG Diagnosis

DLDP Device Link Detection Protocol

DOT1X 802.1X

DRNI Distributed Resilient Network Interconnect

EDEV Extender Device Management

ERPS Ethernet Ring Protection Switching

ETH Ethernet

ETHDRNI Ethernet Distributed Resilient Network Interconnect

ETHOAM Ethernet Operation, Administration and Maintenance

EVB Ethernet Virtual Bridging

EVIISIS Ethernet Virtual Interconnect Intermediate System-to-Intermediate
System

FCOE Fibre Channel Over Ethernet

FCLINK Fibre Channel Link

FCZONE Fibre Channel Zone

FIB Forwarding Information Base

FILTER Filter

FIPSNG FIP Snooping

FS File System

FTP File Transfer Protocol

gRPC Google Remote Procedure Call

HA High Availability

HQOS Hierarchical QoS

HTTPD Hypertext Transfer Protocol Daemon

HLTH Health

IFNET Interface Net Management

IKE Internet Key Exchange

iNQA Intelligent Network Quality Analyzer

IMA Integrity Measurements Architecture




RERZ

RIREFR

IP6ADDR IPv6 address

IP6FW IPv6 Forwarding

IPADDR IP address

IPFW IP Forwarding

IPSEC IP Security

IPSG IP Source Guard

IRDP ICMP Router Discovery Protocol

IRF Intelligent Resilient Framework

ISIS Intermediate System-to-Intermediate System
ISSU In-Service Software Upgrade

L2PT Layer 2 Protocol Tunneling

L2TPV2 Layer 2 Tunneling Protocol Version 2
L2VPN Layer 2 VPN

LAGG Link Aggregation

LDP Label Distribution Protocol

LIPC Leopard Inter-process Communication
LLDP Link Layer Discovery Protocol

LOAD Load Management

LOGIN Login

LPDT Loopback Detection

LS Local Server

LSPV LSP Verification

MAC Media Access Control

MACA MAC Authentication

MACSEC MAC Security

MBFD MPLS BFD

MBUF Memory buffer

MDC Multitenant Device Context

MFIB Multicast Forwarding Information Base
MGROUP Mirroring group

MPLS Multiprotocol Label Switching

MTLK Monitor Link

NAT Network Address Translate
NETCONF Network Configuration Protocol

ND Neighbor Discovery
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RERZ

RIREFR

NQA Network Quality Analyzer
NSS Session-based NetStream
NTP Network Time Protocol
OAP Open Application Platform

OPENSRC(FreeRADIUS)

Open Source

OBJP Object Policy

OFP OpenFlow Protocol

OPTMOD Optical Module

OSPF Open Shortest Path First

OSPFV3 Open Shortest Path First Version 3
PFILTER Packet Filter

PBB Provider Backbone Bridge

PBR Policy Based Route

PCE Path Computation Element

PEX Port Extender

PIM Protocol Independent Multicast
PING Packet Internet Groper

PKG Package

PKI Public Key Infrastructure
PKT2CPU Packet to CPU

PKTCPT Packet Capture

PoE Power over Ethernet

PORTAL Portal

PORTSEC Port Security

PPP Point to Point Protocol

PTP Precision Time Protocol

PTS Platform Trust Services

PWDCTL Password Control

QOSs Quality of Service

RADIUS Remote Authentication Dial In User Service
RESMON RESOURCE MONITER

RDDC Redundancy

RIP Routing Information Protocol
RIPNG Routing Information Protocol Next Generation
RM Routing Management

7



RIRZ RIREFR
RPR Resilient Packet Ring
RRPP Rapid Ring Protect Protocol
RTM Real-Time Management
SCMD Service Control Manager
SCRLSP Static CRLSP
SESSION Session
SFLOW Sampler Flow
SHELL Shell
SLSP Static LSP
SMARTMC Smart Management Center
SMLK Smart Link
SNMP Simple Network Management Protocol
SSHC Secure Shell Client
SSHS Secure Shell Server
STAMGR Station Management
ST™M Stack Topology Management
STP Spanning Tree Protocol
SYSEVENT System Event
SYSLOG System Log
TCSM Trusted Computing Services Management
TACACS Terminal Access Controller Access Control System
TELNETD Telnet Daemon
TRILL Transparent Interconnect of Lots of Links
TSTREAM Telemetry Stream
VCF Vertical Converged Framework
VLAN Virtual Local Area Network
VRRP Virtual Router Redundancy Protocol
VSRP Virtual Service Redundancy Protocol
VXLAN Virtual eXtensible LAN
WEB Web
WIPS Wireless Intrusion Prevention System




1.4 5 {E AR

AICK R Gt H EAE S BRAFAREL2E, RE AR L BRI HE R . AR, RGEH E(E S
Fﬂﬁﬁﬁﬂﬁﬁﬁﬁ%% o LU BHBP AR . AETTHIRE R L i H S B, BTN SYSLOG,
ASSCAE ] H S ) B R A N H AR AR, AMECRFAHET .

ASCVARKS AT HEE BT A . A RRPEIE LESH L 1-5.

%1-5 EIL,\1I=| u\i%l*]rﬁ\'l}aﬁﬁ

£ LA

241

HEAR o HEFEERANE

ACL [UINT32] [STRING] [COUNTER64]
packet(s).

IR SR H S L X 2 AT R

SHmR SHIFA “SHF Hk, Bl “$17 FRTE
CEEUTE T S8

$1: ACLIRE
$2: ACLHLNFIDAI P 25
$3: 5ACLILINVEHL FIEE A2

HEFR H &)™ HAE

6

—ANESEMASEEER. BT ARNARSR
&, HEEEHN “<int_16>TIMESTAMP

ACL/6/ACL_STATIS_INFO: ACL 2000

=l HOSTNAME %%vendor” #5452, 43 rllggooop:;?;éts(g)“me 1.1.1.1 Ologging
FHH I HEEEBIAESXH NS '
B Y-
it AR 1 2 KA A A 5 gﬁﬁigﬁggiﬁﬁg%ﬁ“ga“
G PR REUTR S G IR B 2051600
AbFRIEIY “Informatlonal” HEGRERIEFEBITMEBENGE | RFEILEFEBITHAENEE, TR,

u ’ %F%ﬁﬁ&@

2 AAA

AFTA 4 AAA B T H SR



2.1 AAA_FAILURE

-AAAType=[STRING]-AAADomain=[STRING]-Service=[STRING]-UserName=[STRING];

R&n® AAA failed.
$1: AAAZHY
$2: AAATTE
SR $3: R%
$4: JHA4RK
HEEFR 5
AAA/5/AAA_FAILURE:
£ 31 -AAAType=AUTHOR-AAADomain=domain1-Service=login-UserName=cwf@system;
AAA failed.
AR H T AR AR 55 A 52, FH P 44 s R i, A J DR 451 P P R 43 ) A 9% SR BN IE AR
“ F P IAAATE SRR 48
o RAEIRH GRS ARHIERE
ALFRIEIY o EFTHAH AR

KA o5 4 ERIBCE (RS 2RALD) 2 75 IEH

2.2 AAA_LAUNCH

-AAAType=[STRING]-AAADomain=[STRING]-Service=[STRING]-UserName=[STRING];

=+ o3
SEeEs AAA launched.
$1: AAAKTY
; $2: AAATH
BHIRTE -
$3: R4
$4: HIF 4K
HEFR 6
AAA/6/AAA_LAUNCH:
2451 -AAAType=AUTHEN-AAADomain=domainl-Service=login-UserName=cwf@system;
AAA launched.
A1 ER F P R IEAAATE K
plsL S &

10



2.3 AAA SUCCESS

-AAAType=[STRING]-AAADomain=[STRING]-Service=[STRING]-UserName=[STRING];

== PN
R&n® AAA succeeded.
$1: AAAZHY
; $2: AAATTZE
SRR ”
$3: ks
$4: JHA4RK
HEEFR 6
AAA/6/AAA_SUCCESS:
£ 31 -AAAType=AUTHOR-AAADomain=domain1-Service=login-UserName=cwf@system;
AAA succeeded.
H&iEA 22 H P IAAATE K
ALFR IS 7

3 ACL

A48 ACL By i 19 H EAE R .

3.1 ACL_ACCELERATE_NO_RES

HERZRE Failed to accelerate [STRING] ACL [UINT32]. The resources are insufficient.
" $1: ACLEM

SHER B
$2: ACLZW 'S

BEER 4

45 ACL/4/ACL_ACCELERATE_NO_RES: Failed to accelerate IPv6 ACL 2001. The
resources are insufficient.

HA&AULER IR TR A2, RGUIEACLARIK

IR T e — S 5 < A A AC LRI I Th B R CRE 14 % IR

11



3.2 ACL_ACCELERATE_NONCONTIGUOUSMASK

e Failed to accelerate ACL [UINT32]. ACL acceleration supports only contiguous wildcard

H/L‘.\Wﬁ
masks.

SHRR $1: ACL%i5

HEFR 4

451 ACL/4/ACL_ACCELERATE_NONCONTIGUOUSMASK: Failed to accelerate ACL
2001. ACL acceleration supports only contiguous wildcard masks.

H&iEA FIPv4 ACLH L NIFE & T IEIELEIHERT, S IEACLIIEE &L

ALFRIEIY R A ACLIL I I R AS SCHF T B

3.3 ACL_ACCELERATE_NOT_SUPPORT

HEAZR Failed to accelerate [STRING] ACL [UINT32]. The operation is not supported.
) $1: ACLZH
SRR .
$2: ACLZw 5
HEFR 4

ACL/4/ACL_ACCELERATE_NOT_SUPPORT: Failed to accelerate IPv6 ACL 2001. The

#l operation is not supported.
HitAR 5 A GEAN SCRFACLIINGE -5 BLACL N33 5k
ALFRIEIY 5

3.4 ACL_ACCELERATE_NOT_SUPPORTHOPBYHOP

. Failed to accelerate IPv6 ACL [UINT32]. ACL acceleration does not support the rules
mNeE that contain the hop-by-hop keywords.
SRR $1: ACL%iS
BEFR 4
ACL/4/ACL_ACCELERATE_NOT_SUPPORTHOPBYHOP: Failed to accelerate IPv6
2551 ACL 2001. ACL acceleration does not support the rules that contain the hop-by-hop
keywords.
EifER [XIPv6 ACLA {4 NIFE & T hop-by-hopZ: 4, SEACLINIEKIK
IR Hor A ACLH I N BR AN 4 1 TC B

12



3.5 ACL_ACCELERATE_NOT_SUPPORTMULTITCPFLAG

Failed to accelerate IPv6 ACL [UINT32]. ACL acceleration does not support specifying

== PN
RasmE multiple TCP flags in one rule.
SHIRR $1: ACLH S
BEER 4
ACL/4/ACL_ACCELERATE_NOT_SUPPORTMULTITCPFLAG: Failed to accelerate
25451 IPv6 ACL 2001. ACL acceleration does not support specifying multiple TCP flags in one
rule.
FiAA IPv6 ACLH IRLIIFE & T 24 Tep FlagZ4, FEACLINHEKIL
I o A ACLH I MM BR AN SC 4 1 TC B

3.6 ACL_ACCELERATE_UNK_ERR

HERAZR Failed to accelerate [STRING] ACL [UINT32].
SHE Sl ACLIE

$2: ACL%i S
HEFR 4
451 ACL/4/ACL_ACCELERATE_UNK_ERR: Failed to accelerate IPv6 ACL 2001.
H&LLEA D5 2 G i e 5 BAC L3 2 I
ALFR RN 7

3.7 ACL_IPV6_STATIS_INFO

HEAZR IPv6 ACL [UINT32] [STRING] [UINT64] packet(s).
$1: ACL%i%5

YRR $2: 1Pv6 ACLILIUII¥ID & 4 %%
$3: VLHAC BRI 4R S04

HEFR 6

2451 ACL/6/ACL_IPV6_STATIS_INFO: IPv6 ACL 2000 rule 0 permit source 1:1::/64 logging
1000 packet(s).

Ai%AA UTHC - 1Pv6 ACLHIEIIfFIR SC o R A= ARk

ALFREIN 7

13



3.8 ACL_NO_MEM

HEAZRE Failed to configure [STRING] ACL [UINT] due to lack of memory
SHIRRE S ACLIE
$2: ACLZW S
HEFR 3
451 ACL/3/ACL_NO_MEM: Failed to configure ACL 2001 due to lack of memory.
HA&AULER WAEA 2 5 5L B ACL R
ALFRIEIY fiiffidisplay memory-thresholdi&f & A 1718 I 17 L

3.9 ACL_STATIS_INFO

HEAZR ACL [UINT32] [STRING] [UINT64] packet(s).
$1: ACL%i%5

SHRR $2: 1Pv4 ACLILIUIIID & 4 7%
$3: LS BRI 4R S04

HEFR 6

2451 ACL/6/ACL_STATIS_INFO: ACL 2000 rule 0 permit source 1.1.1.1 0 logging 10000
packet(s).

HAEA UCHE 1-1Pv4 ACLAI (4 e s & AR A8 4k

ALERERIY ¥

4 ANCP

A48 ANCP (Access Node Control Protocol) fEHu i HEE B,

14



4.1 ANCP_INVALID_PACKET

-NeighborName=[STRING]-State=[STRING]-MessageType=[STRING]; The [STRING]

HEAR . ;
value [STRING] is wrong, and the value [STRING] is expected.
$1: ANCPALE 4
$2: WEARS
; $3: fRICKH
BRI =
$4: HRFEH
$5: HIRTEIAE
$6: IR
BHEFR 6
ANCP/6/ANCP_INVALID_PACKET:
245 -NeighborName=Dslam-State=SYNSENT-MessageType=SYNACK; The Sender
Instance value 0 is wrong, and the value 1 is expected.
A RGUUCE] MR IANCPARBER S, HOCrive i B UM R — 5
ALFR IS TG e AL H

5 APMGR

AT 4 AP B HU ) H (S S

5.1 APMGR_AC_MEM_ALERT

HEAZR The memory utilization has reached the threshold.

YRR i

HEFR 4

45 APMGR/4/APMGR_AC_MEM_ALERT: The memory utilization has reached the
threshold.

FitAR QI T TAPR I filk , HH T X3 AT THRME, APARE 12k

ALFR N PRBS AN Z 4k BB EAP, HOR ALV # AP E 4%
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5.2 APMGR_ADD AP FAIL

A=mE AP [STRING] failed to come online using serial ID [STRING]: MAC address [STRING] is
mE being used by AP [STRING].
$1: APIAFR
; $2: APIHF4IS
SRR
$3: APIFIMACHHHE
$4: APIAFR
HEEFR 4
2645 APMGR/4/ APMGR_ADD_AP_FAIL: AP apl failed to come online using serial ID
01247ef96: MAC address 0023-7961-5201 is being used by AP ap2.
H&LLER AP L e, T MACHUE CAFLE, WIMMACHIIE R, APANRE 2k
ALTREZIY $ LEAPFIMACH I Biserial IDX) R F TAPMIER —>, APJrfgIEH E4&

5.3 APMGR_ADDBAC_INFO

HERNE Add BAS AC [STRING].

SRR $1: BAS ACHIMACHELE

HEFR 6

245 APMGR/6/APMGR_ADDBAC_INFO: Add BAS AC dc2d-cb16-28cd.
A1 AR Master AC 5BAS ACH: 7 i

ALFR RN 7

5.4 APMGR_AP_OFFLINE

ERE AP [STRING] went offline. State changed to Idle.
SYRIERE $1: APIZHK
BHEER 6
245 APMGR/6/APMGR_AP_OFFLINE: AP apl went offline. State changed to Idle.
HiER AP &, REZAIdIeRE
— o AP EFN L, NIAHHEE I
o AP R R, THEMRIERIAG R E IR E

16



5.5 APMGR_AP_ONLINE

HEAZRE AP [STRING] went online. State changed to Run.

SRR $1: APILTR

HEFR 6

255 APMGR/6/APMGR_AP_ONLINE: AP apl went online. State changed to Run.
H&iEA AP LZE, WREBNEBITIRE

ALFR IS 7

5.6 APMGR_CWC_IMG_DOWNLOAD_COMPLETE

System software image file [STRING] downloading through the CAPWAP tunnel to AC

=+ N
S [STRING] completed.
; $1: HRCAF4
SHRR
$2: ACHIIPHihE
HEEFR 6
2645 APMGR/6/APMGR_CWC_IMG_DOWNLOAD_COMPLETE: System software image file
5800.ipe downloading through the CAPWAP tunnel to AC 192.168.10.1 completed.
A=A APMAC T A G BR 1K)
ALFR IS 7

5.7 APMGR_CWC_IMG_DOWNLOAD_START

Started to download the system software image file [STRING] through the CAPWAP

== PN
H&R& tunnel to AC [STRING].
" $1: NHEIBEB A
YRR
$2: ACHIIPHE
HEFR 6
45 APMGR/6/APMGR_CWC_IMG_DOWNLOAD_START: Started to download the system
software image file 5800.ipe through the CAPWAP tunnel to AC 192.168.10.1.
HERA APTFIRBEAT RRA SCAT T 3
ALFRIEIY TRFFAPFIACZ I TE 5 1] W0 265 T 2 (AP RS IEH FH 4
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5.8 APMGR_CWC_IMG_NO_ENOUGH_SPACE

HEAZRE Insufficient flash memory space for downloading system software image file [STRING].
SRR $1: TEMBEB A
HEFR 6
45 APMGR/6/APMGR_.CWC_IMG_NO_EN.OUGH_.SPACE:. Insufficient flash memory
space for downloading system software image file 5800.ipe.
FiAA i T-AP_ L[ Flashfl R 7= [ AN & T BAPHEAT AT B AN BT
ALFRIEIY U ERAP 176 F ST AEAT R T+

5.9 APMGR_CWC_LOCAL_AC_DOWN

HERA CAPWAP tunnel to Central AC [STRING] went down. Reason: [STRING].
$1: Central ACHJIPHIL
$2: BRI WA A
e Added local AC IP address: ¥#RIETH] Local AC IP Hihil:
. e Deleted local AC IP address: Local AC IP $tiutik- 4 il
SR
e Local AC interface used for CAPWAP tunnel went down: CAPWAP %% {5 FH ()
Local AC £ 11 DOWN
e  Local AC config changed: Local AC fit & i54%
o NA: AKX
HESEE 4
01 APMGR/4/APMGR_CWC_LOCAL_AC_DOWN: CAPWAP tunnel to Central AC 2.2.2.1
went down. Reason: Added local AC IP address.
RitER Central AC5Local AC [a] %38 Wr FF K Wi 71 J5 4]
e &% Central AC 5 Local AC HIZEHZ TS IEH#
ATBEIY e 7 Central AC LHINCE

e i Local AC LW E

18



5.10 APMGR_CWC_LOCAL AC UP

BEARE CAPWAP tunnel to Central AC [STRING] went up.

SRIERE $1: Central ACHIIPHil:

BAEFR 6

45 ﬁ\;MGR/6/APMGR_CWC_LOCAL_AC_UP: CAPWAP tunnel to Central AC 2.2.2.1 went
AitEA Central AC 5Local AC#E: Z.CAPWAPR &

I &

5.11 APMGR_CWC_REBOOT

HERNE AP in state [STRING] is rebooting. Reason: [STRING]

$1: APHIAHTRES

$2: HREFH

B RTE e APwasreset: AP 5

e Image was downloaded successfully: WA &% Th
e Stayed in idle state for a long time: K& [A]4LT idle RZA

HEEFR 6
45 APMGR/6/APMGR_CWC_REBOOT: AP in State Run is rebooting. Reason: AP was
reset.
FiA APE 5 [ B 8 JR A
ALFRIEIY 7

5.12 APMGR_CWC_RUN_DOWNLOAD COMPLETE

HEAZR File [STRING] successfully downloaded through the CAPWAP tunnel to AC [STRING].
; $1: FHOCHRICR 4

SHIRRE
$2: ACH]IPHihL:

HEFR 6

245 APMGR/6/APMGR_CWC_RUN_DOWNLOAD_COMPLETE: File ac.cfg successfully
downloaded through the CAPWAP tunnel to AC 192.168.10.1.

H&15 A AP MAC R # LA )

ALFR IS 7
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5.13 APMGR_CWC_RUN_DOWNLOAD_START

HEAZRE Started to download the file [STRING] through the CAPWAP tunnel to AC [STRING].
; $1: FHOCHRICR 4

SRR
$2: ACH]IPHbE

HEFR 6

245 APMGR/6/APMGR_CWC_RUN_DOWNLOAD_START: Started to download the file
ac.cfg through the CAPWAP tunnel to AC 192.168.10.1.

H&iEA APTFIRBEAT A U R 3

ALFR IS TRIFAPRIACZ A #8 AL T-RUNIRZS, ACH REWS IEH T~ HOCAHFIAP

5.14 APMGR_CWC_RUN_NO _ENOUGH_SPACE

HERNE Insufficient flash memory space for downloading file [STRING].

SHER $1: FHOCHHICIE4

HEER 6

2645 APMGR/6/APMGR__CW_C_RUN_NO_ENOUGH_SPACE: Insufficient flash memory
space for downloading file ac.cfg.

HE5ER 1 T-AP_L ) Flashde) 42 2% [0 AN 2 EAPHEAT AT R AN B

ALFRIEIY AR AP _E TG F ST AT SO R 3
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5.15 APMGR_CWC_TUNNEL_DOWN

BEARE CAPWAP tunnel to AC [STRING] went down. Reason: [STRING].

$1: ACHIIPHLAE
$2: BERIE W E
e Added AP IP address: #NINHTH AP IP Hhiik
e Deleted AP IP address: AP IP il

e AP interface used for CAPWAP tunnel went down: CAPWAP F%i& {1 AP 3211
DOWN

e AP config changed: AP & i

e AP was reset: AP &/

SRR e Number of echo retransmission attempts exceeded the limit: #id echo 3L H f&
e Full retransmission queue: EEA&FAFiH

e Data channel timer expired: %4 F%if i€ i 2

e  Backup AC IP address changed: 4% AC IP il 4

e  Backup tunnel changed to master tunnel: #[%3& U4 il - F%iE

e  Failed to change backup tunnel to master tunnel: #4322

e  Backup method changed: #& iRk

o NA: RN K

HEFR 6

245 APMGR/6/APMGR_CWC_TUNNEL_DOWN: CAPWAP tunnel to AC 192.168.10.1
went down. Reason: AP was reset.

HERA AP5ACZ [AICAPWAPF%IE W T LA K Wi Ji7 Rl

ALFR IS TR A AP 5 ACZ IR 2 He 2 75 IR

5.16 APMGR_CWC_TUNNEL_UP

HEARZRE [STRING] CAPWAP tunnel to AC [STRING] went up.
$1: SACHEFMPEE N 35 KE
o Master: F[%iE
o Backup: #F%iE
$2: ACHJIPHuE
HEFR 6
345 APMGR/6/APMGR_CWC_TUNNEL_UP: Master CAPWAP tunnel to AC 192.168.10.1
went up.
H=&i5RA AP IHEREFIAC, RIAPE#ARUNIRZS
AR I
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5.17 APMGR_CWS_IMG_DOWNLOAD_COMPLETE

5.18

System software image file [STRING] downloading through the CAPWAP tunnel for AP

== PN
H&R& [STRING] completed.
N $1: APEZA FEITERIIRA M4
SRR -
$2: APZHK
HEFR 6
45 APMGR/6/APMGR_ CWS_IMG_DOWNLOAD_COMPLETE: System software image
file 5800.ipe downloading through the CAPWAP tunnel for AP ap2 completed.
EiER AP E& HT 58 R AR SCA T 8
IR T

APMGR_CWS_IMG_DOWNLOAD_ START
HERSA AP [STRING] started to download the system software image file [STRING].
. b ; 74
P $1: ACHIACEMAPHAF
$2: APILAE N EIHR A4
HEEFR 6
2645 APMGR/6/APMGR_CWS_IMG_DOWNLOAD_START: AP ap1 started to download the
system software image file 5800.ipe.
H&iHEA APTTUGTHEAT A ST T 3%
ALFR IS 7
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5.19 APMGR_CWS_LOCAL_AC_DOWN

5.20

HEAZRE CAPWAP tunnel to local AC [STRING] went down. Reason: [STRING].
$1: Local ACHJIPHhE
$2: BRIEMIIF 5
o Neighbor dead timer expired: 4[ &% 15 % i 28 #
. o Local AC was deleted: Local AC #i/li%
SHER ) .
o Serial number changed: J£%5 5%
o Processed join request in Run state: 7E Run RZs K4 join request 3¢
o Failed to retransmit message: #bBH = %78 B &KL
o NIA: R K
EER 4
26451 APMGR/4/APMGR_CWS_LOCAL_AC_DOWN: CAPWAP tunnel to local AC 1.1.1.1
went down. Reason: Serial number changed.
AR Central AC5Local AC [8] F#iE Wi T & W7 T R [l
e &7 Central AC 5 Local AC IR /2 15 1IEH
AbFRIEIY e &% Central AC LI E

e i Local AC EIWCE

APMGR_CWS_LOCAL_AC_UP
R ES CAPWAP tunnel to local AC [STRING] went up.
SRR $1: Local ACHJIPHihiE
BEFER 6
245 APMGR/6/APMGR_CWS_LOCAL_AC_UP: CAPWAP tunnel to local AC 1.1.1.1 went up.
BEULER Central AC5 Local ACH: Z.CAPWAP% &
ALFR IS e
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5.21 APMGR_CWS_RUN_DOWNLOAD_ COMPLETE

5.22

HEAZRE File [STRING] successfully downloaded through the CAPWAP tunnel for AP [STRING].
) $1: APCLZ N IRSE U SISO 44

BHIRTE -
$2: ACHNCE AP AR

HEFR 6

245 APMGR/6/APMGR_CWS_RUN_DOWNLOAD_COMPLETE: File ac.cfg successfully
downloaded through the CAPWAP tunnel for AP ap2.

HEER AP L2 TN 58 ST R 3%

ALFR IS 7

APMGR_CWS_RUN_DOWNLOAD_START

HERE AP [STRING] started to download the file [STRING].
$1: ACHHAC & AP TR
$2: APIETE FEUW SIS 2

BEER 6

26451 APMGR/6/APMGR_CWS_RUN_DOWNLOAD_START: AP ap1 started to download
the file ac.cfg.

A= ULEA APFFURIAT L B S T #
AR ¥
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5.23 APMGR_CWS_TUNNEL_DOWN

5.24

HEAZRE CAPWAP tunnel to AP [STRING] went down. Reason: [STRING].
$1: ACHHHACE AP TR
$2: BEIE Wi R F
e  Neighbor dead timer expired: 4FJ&#% 1E & i 2%
e AP wasreset: AP H 3
e AP was deleted: AP B4
e  Serial number changed: J#%5 3%
SHER e  Processed join request in Run state: 7F Run JRZ T A4L#E join request 3¢
e  Failed to retransmit message: 4bH & 1% B 2
e Received WTP tunnel down event from AP: X%k H AP ] WTP DOWN %
=i
e  Backup AC closed the backup tunnel: & AC DOWN [ & ff%i4
e Tunnel switched: 1T B&iE )
o NA: A K
BEER 6
0 APMGR/6/APMGR_CWS_TUNNEL_DOWN: CAPWAP tunnel to AP apl went down.
Reason: AP was reset.
Ai5AA AP T 28 I T 28 i Al
o AWK AP 5% AC MIEER B IER
ATBEIY o T AP LIRCE

o MEAC LHEE

APMGR_CWS TUNNEL UP
HEARZRE [STRING] CAPWAP tunnel to AP [STRING] went up.
$1: HAPEHENIBE ) I AR
e  Master: F[%i
SHRR o
e  Backup: #&kiE
$2: APATR
BER 6
2551 APMGR/6/APMGR_CWS_TUNNEL_UP: Backup CAPWAP tunnel to AP apl went up.
HA&AULER ACHHEL B MAPELY 128, HILAPHEARUNIRZ
AR ¥
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5.25 APMGR_DELBAC_INFO

BEARE Delete BAS AC [STRING].

SRR $1: BAS ACHIMACH:}E

HEFR 6

241 APMGR/6/APMGR_DELBAC_INFO: Delete BAS AC dc2d-cb16-28cd.
B Master ACIHi T 5BAS ACHIER

AbFRIEIY 7

5.26 APMGR_LOCAL_AC_OFFLINE

HERNE Local AC [STRING] went offline. State changed to Idle.
SRR $1: Local ACII4 K
HEEFR 6
45 ibalreMGR/6/APMGR_LOCAL_AC_OFFLINE: Local AC acl went offline. State changed to
A=A Local AC Tk, IR NIdIetRa
e iLocal AC L) Rk, WIAFIHRE [
ALFR IS

e i Local AC St Nk, i LR 15 2 AL I Ak ke [ it

5.27 APMGR_LOCAL_AC_ONLINE

HEARZRE Local AC [STRING] went online. State changed to Run.

SHRR $1: Local ACIJ#4 ¥«

HEFR 6

245 éler:/IIGR/6/APMGR_LOCAL_AC_ONLINE: Local AC acl went online. State changed to
BEiERR Local AC F£k, REALAIZITIRGE

BRI i

6 ARP

A48 ARP B 0 H EE R .

26



6.1 ARP_ACTIVE_ACK_NO_REPLY

HEAZRE No ARP reply from IP [STRING] was received on interface [STRING].
$1: IP Huhk
SRR
) $2. BO4T
HEFR 6
2451 ARP/6/ARP_ACTIVE_ACK_NO_REPLY: No ARP reply from IP 192.168.10.1 was
received on interface Ethernet0/1/0.
—_— ARP B i\ Ly REASI 211 8Lt
oy’
B O A BIARPIR LI KB 5RIP R IEARPIE K, RIKBIARP R &
1. KA E¥IBH ARP RIUHE IP I MAC JE 754 (i SR R 44 50 38 P A7 AE N 5%
AMIRE RS 2%, AR JeH A MRS 221 1P A1 MAC 2 &%)

2. TEBRRBORSHF

6.2 ARP_ACTIVE_ACK_NOREQUESTED REPLY

Interface [STRING] received from IP [STRING] an ARP reply that was not requested by

== PN
RasmE the device.
$1: HEOLW
$2: [Pl
BEER 6
2451 ARP/6/ARP_ACTIVE_ACK_NOREQUESTED_REPLY: Interface GigabitEthernet1/0/1
received from IP 192.168.10.1 an ARP reply that was not requested by the device.
S ARP B\ T REA I 3 Bt
ol
£ OFER MARPHR SR R 1P AKX ARPIE K I IEIL T, CEIARPRLE
bFBIEIN W& EFTIZARPIZ
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6.3 ARP_BINDRULETOHW_FAILED

Failed to download binding rule to hardware on the interface [STRING], SrclP [IPADDR],

b= = o3
H&R& SrcMAC [MAC], VLAN [UINT16], Gateway MAC [MAC].
$1: BOAWK
$2: JFIPHLALE
SRR $3: VEMACHIHE.
$4: VLANZ =
$5: PSMACHEHE.
HEFR 5
ARP/5/ARP_BINDRULETOHW_FAILED: Failed to download binding rule to hardware on
245 the interface Ethernet1/0/1, SrcIP 1.1.1.132, SrcMAC 0015-E944-A947, VLAN 1,
Gateway MAC 00A1-B812-1108.
Ai5AA TR IR A R - A 2 B A (42 5 30 o R T & 2RI
{#/ display gos-acl resource &&E{ ACL %ifE%K 72
R E, MREHAT PR 2
WMBEAT L, MHIEEIHEIRS ACL e B a2 L R
TR f§if] display memory % A7 &I E T 76 2

WRFER, WEPATHHE 3
WRATEAL, WU &3 e B e 2 i 46 21
WA R AR R, EHOH iR e — AR E, IR R

N o ok~ wDd P

6.4 ARP_DETECTION_LOG

Detected an ARP attack on interface [STRING]: IP [STRING], MAC [STRING], VLAN

== PN
H&R& [STRING]. [UINT32] packet(s) dropped.
$1: HEOLW
$2: IP Huht
SYRIERE $3: MAC ik
$4: VLANID
$5: EFMIRCH
BEER 5
45 ARP/5/ARP_INSPECTION: -MDC=1; Detected an ARP attack on interface
GigabitEthernet1/0/1: IP 1.1.1.1, MAC 1-1-1, VLAN 100. 2 packet(s) dropped.
HAEVEER ARP Detection R I # F N &M A F RN BGE, HE5E T AP RIERIRC
BRI o A Bk R R
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6.5 ARP_DUPLICATE_IPADDR_DETECT

Detected an IP address conflict. The device with MAC address [STRING] connected to
interface [STRING] in VSI [STRING] and the device with MAC address [STRING]

== PN

RasmE connected to interface [STRING] in VSI [STRING] were using the same IP address
[IPADDR].
$1: MAC ikt
$2: POAR (BFTunnel . =282 LR UK RIAR 55526145
$3: VSIZHK

SRR $4: PP I IEMACHE 1
$5: PREAH AR O AR (BFETunnel D . =28 DR LUK AR 55 s2 4145
$6: IR VS TR
$7: MRIJIPHIE

HEFR 4
ARP/4/ARP_DUPLICATE_IPADDR_DETECT: Detected an IP address conflict. The
device with MAC address 00-00-01 connected to interface Ethernet0/0/1

Z& A5 service-instance 1000 in VSI vpna and the device with MAC address 00-00-02
connected to interface tunnel 10 in VSI vpna were using the same IP address
192.168.1.1.

oA ARPH N F] E 5 i

ol

O BIARPHR S R 23 1 IPHE, 5 AR B4 22 2) B ARPR I (1 1P HE I 5%

BRI EIP bk

6.6 ARP_DYNAMIC

HERNE The maximum number of dynamic ARP entries for the device reached.
HEFR 6
s ARP/6/ARP_DYNAMIC: The maximum number of dynamic ARP entries for the device
2451
reached.
HA&AULER W& B ARPR BB B 1K 5 A
ALFRIEIY AN AL
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6.7 ARP_DYNAMIC_IF

HEAZRE The maximum number of dynamic ARP entries for interface [STRING] reached.

SRR $1: 04

HEFR 6

45 ARP/Q/ARP_DYNAMIC_IF: The maximum number of dynamic ARP entries for interface
GigabitEthernet1/0/1 reached.

SRR P2 122 B B ARPR U 25k B K AE

ALFRIEIY oAb B

6.8 ARP_DYNAMIC_SLOT

ﬂ%fﬁ#
HEps The maximum number of dynamic ARP entries for slot [INT32] reached.
nwN ‘§
B
The maximum number of dynamic ARP entries for chassis [INT32] slot [INT32] reached.
ﬂ%fﬁﬁ
$1: slotdm5
SRR i
$1: chassis%i 5
$2: slotdm’5
HEFR 6
245 ARP/6/ARP_DYNAMIC_SLOT: The maximum number of dynamic ARP entries for slot 2
reached.
TER—:
E2= 8 Fi 7€ slot H| [ 3 A ARPR A 2 i K AH
oy’
A
fit % chassis P slot 23 ARPR UL Bl i K {H
ALFRIEIY pny 0 (5L
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6.9 ARP_ENTRY_CONFLICT

6.10

The software entry for [STRING] on [STRING] and the hardware entry did not have the

== PN
H&R& same [STRING].
$1: Pl
$2: VPNLH4 . W ZARPETAM, IR Athe public network
$3: N—BUNRIMSHCRTY
e MAC address: MAC il
‘ e  output interface: ARP FINHIH O
SRR "
e  output port : ARP FEI ) Hi i I
e outermost layer VLAN ID: % —/2 VLAN #5%
e second outermost layer VLAN ID: 5§ —)Z VLAN F5%
e VSlindex: VSI &3l
o linkID: VSI HEEBARIHSF
BEFR 6
ARP/6/ARP_ENTRY_CONFLICT: The software entry for 1.1.1.1 on the VPN a and the
hardware entry did not have the same MAC address, output port, VSI index, and link ID.
241 ARP/6/ARP_ENTRY_CONFLICT: The software entry for 1.1.1.2 on the public network
and the hardware entry did not have the same MAC address, output port, VSI index, and
link ID.
HiER ARPHA RIS BRI —2,  HLANARPZR I Hi % 1
IR ANTELLEL, ARPZ: = 3)) Rl 4R 10

ARP_ENTRY_ENOUGHRESOURCE

Issued the software entry to the driver for IPv4 address [STRING] on VPN instance

AxRE [STRING].
Issued the software entry to the driver for IPv4 address [STRING] on the public network.
$1: IPv4ihihE
SYRIERE , . . .
$2: VPNSLBIGZ . WHRIZARPET AN, ZFBAER
EFER 6
ARP/6/ARP_ENTRY_ENOUGHRESOURCE: Issued the software entry to the driver for
- IPv4 address 10.1.1.1 on VPN instance vpn_1.
ARP/6/ARP_ENTRY_ENOUGHRESOURCE: Issued the software entry to the driver for
IPv4 address 10.1.1.2 on the public network.
33 B {#flarp consistency-check enabled 4B ARPE —H M B DAL S, TEMR
“ PR ARPEAF IR H IR BN AR R TR T, Wy A A &
BRI i
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6.11 ARP_ENTRY_INCONSISTENT

Inconsistent software and hardware ARP entries for IPv4 address [STRING] on VPN
instance [STRING]. Inconsistent parameters: [STRING].

Inconsistent software and hardware ARP entries for IPv4 address [STRING] on the
public network. Inconsistent parameters: [STRING].

$1: IPvAibk

$2: VPNS:I4 . WHZARPIE T AW, 1Z7BAER
$3: N —HIRIS KR

e MAC address: MAC il

e  outputinterface: ARP FIiHiED

e  output port : ARP I H i

e outermost layer VLAN ID: % —/2 VLAN #5%%

e second outermost layer VLAN ID: %5 —)Z VLAN #5325
e VSlindex: VSI %7l

o link ID: VSI H#EEbRIAFF

HEFR

6

241

ARP/6/ARP_ENTRY_INCONSISTENT: Inconsistent software and hardware ARP
entries for IPv4 address 10.1.1.1 on VPN instance vpn_1. Inconsistent parameters:
MAC address, output port, VSI index, and link ID.

ARP/6/ARP_ENTRY_INCONSISTENT: Inconsistent software and hardware ARP
entries for IPv4 address 10.1.1.2 on the public network. Inconsistent parameters: MAC
address, output port, VSI index, and link ID.

BEULER

ffiflarp consistency-check enable@ 4 /HARPERII— MM EIhAE /A, WHRK
LM BIARPHAF R T SR TA 8 (ELIARPEI I , MfHAR &

S(SEEE M

AL, ARPZ: T ZHRIE ARPH R U] B X 3 A 12 150
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6.12 ARP_ENTRY_NORESOURCE

6.13

Not enough hardware resources to issue the software entry to the driver for IPv4
address [STRING] on VPN instance [STRING].

HERE
Not enough hardware resources to issue the software entry to the driver for IPv4
address [STRING] on the public network.
$1: IPv4ihihE
YRR . " . .
$2: VPNSLBIGZ . WRIZARPET AN, ZFBAER
BEER 6
ARP/6/ARP_ENTRY_NORESOURCE: Not enough hardware resources to issue the
- software entry to the driver for IPv4 address 10.1.1.1 on VPN instance vpn_1.
ARP/6/ARP_ENTRY_NORESOURCE: Not enough hardware resources to issue the
software entry to the driver for IPv4 address 10.1.1.2 on the public network.
335 B ffifarp consistency-check enablei 43 ARPEI —EEMETNEE /S, 2MARP
“ BAFRIUT RIRENNT, R IKENE A LW IARPEIFR IR IR, W Hit A&
ALFRIEIY AT, ARPZ ESIRIEARPHLER U 3T UK S5 12 10

ARP_HOST IP_CONFLICT
AxlE The host [STRING] connected to interface [STRING] cannot communicate correctly,
mNE because it uses the same IP address as the host connected to interface [STRING].
$1: IPHihE
SRR $2: 4
$3: HEOL
BHEFR 4
ARP/4/ARP_HOST_IP_CONFLICT: The host 1.1.1.1 connected to interface
2551 GigabitEthernet1/0/1 cannot communicate correctly, because it uses the same IP
address as the host connected to interface GigabitEthernet1/0/2.
EiER P2 PR EHLARPHR ST H B IP -5 FAt 12 FHERZ A EHLAGIPHIE R
ALFRIEIY R A R IEARPHR LI BN A SRR, FHEWITFZ LN
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6.14 ARP_LOCALPROXY_ENABLE_FAILED

6.15

6.16

HEAZRE Failed to enable local proxy ARP on interface [STRING].
SRR $1: AR
BHEFR 4
2451 ARP/4/ARP_LOCALPROXY_ENABLE_FAILED: -MDC=1-Slot=2; Failed to enable
local proxy ARP on interface VSl-interface 1.
e VSUEEH T I B ARPAMACIR LM . T4 E D JE E MR B R 1% 0L T 7R AR
“ PR F AR FTE
o 8. B AL R B SRR e
BRI

9. HHINEA MBI 7 2

ARP_PKTQUE_ALERT

A=maE The current ;ize of the ARP_PKT queue has reached [UINT32]. Please check the
network environment.

SHRR $1: ARPHR CBAFI S

HEEFR 6

45 ARP/6/ARP_PKTQUE_ALERT: The .current size of ARP_PKT queue has reached
4096. Please check the network environment.

FiA 2 FILCPURARPHR SCBA S LT 4K, R GUK A kR 60F it — I H B A5 BT IR
ALFRIEIY VA B R W TR OSORIR

ARP_RATE_EXCEEDED

The ARP packet rate ([JUINT32] pps) exceeded the rate limit ((UINT32] pps) on interface

H&R& [STRING] in the last [UINT32] seconds.
$1: ARPHCH =
$2: ARPHR PR idHE %
$3: LA
$4: (8] kR[]
HEFR 4
2645 ARP/4/ARP_RATE_EXCEEDED: The ARP packet rate (100 pps) exceeded the rate
limit (80 pps) on interface Ethernet0/1/0 in the last 10 seconds.
H&iEA P2 1 PRI ARPHR SCig A8 14 11 A B AE
ALFR IS KRB ARPHR SRR EHLH A AN
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6.17 ARP_RATELIMIT_NOTSUPPORT

6.18

Bl
ARP packet rate limit is not support on slot [INT32].

AERE ' E pp [ ]
B =
ARP packet rate limit is not support on chassis [INT32] slot [INT32].
Bl
$1: slotéi=

SRR 7w
$1: chassisfw s
$2: sloté4i =5

BAEFR 6

245 ARP/6/ARP_RATELIMIT_NOTSUPPORT: ARP packet rate limit is not support on slot
2.
TBal—:
35 EslotA I ARPHR S PR3 I e

=38 e K FFARPY e

=
& %€ chassis M slot/ 3 RFARPHR S FRE T g

IR P

ARP_SENDER_IP_INVALID

HERNA Sender IP [STRING] was not on the same network as the receiving interface [STRING].
$1: IPHihE

SHRR N
$2: PR

HEEFR 6

26451 ARP/6/ARP_SENDER_IP_INVALID: Sender IP 192.168.10.2 was not on the same
network as the receiving interface GigabitEthernet1/0/1.

SEL PRI ARPHR S h A& 5w IP -5 A UANE [R]— M Bt

ALFR IS KA R A& S 1P B 3 WL Ak
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6.19 ARP_SENDER_MAC_INVALID

A=mE Sender MAC [STRING] was not identical to Ethernet source MAC [STRING] on interface
mE [STRING].
$1: MAC Hhhk
SHER $2: MAC Hhii:
$3: LA
HEFR 6
245 ARP/6/ARP_SENDER_MAC_INVALID: Sender MAC 0000-5E14-0E00 was not
identical to Ethernet source MAC 0000-5C14-0E00 on interface GigabitEthernet1/0/1.
- 2 TS ARPHR SC R AK B4 i 94 o (R MACHE FAR PR SC o 1 R 16 3 MACHE
H l&\l}ﬁﬁﬂ iJJ:Z: @
ALFRIEIY For 2 12 B MAC HB I B S AL & i 1

6.20 ARP_SENDER_SMACCONFLICT

Packet was discarded because its sender MAC address was the MAC address of the
AERNZE receiving interface.

Interface: [STRING], sender IP: [STRING], target IP: [STRING].

$1: HEO4
SRR $2: RiifIPibik

$3: HARIPHuL
BAEFR 6

ARP/6/ ARP_SENDER_SMACCONFLICT: Packet discarded for the sender MAC
245 address is the same as the receiving interface.

Interface: GigabitEthernet1/0/1 sender IP: 1.1.2.2 target IP: 1.1.2.1,

FiA W% M3 1 GigabitEthernet1/0/1 21 2 1 ARPHR ST H IR MACHI 1% 4 B MAC A1k h 8

IR ToE Ak
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6.21 ARP_SENDER_SMACCONFLICT VSI

6.22

Packet was discarded because its sender MAC address was the MAC address of the
receiving interface.

AERAE
Interface: [STRING], sender IP: [STRING], target IP: [STRING],VSI index: [UINT32], link
ID: [UINT32].
$1: 4
$2: Rikig|PHihlk
SHRR $3: HARIPHL
$4: VSIZE5|
$5: link ID
HEFR 6
ARP/6/ ARP_SENDER_SMACCONFLICT_VSI: Packet discarded for the sender MAC
41 address is the same as the receiving interface.
Interface: VSI3 sender IP: 1.1.2.2 target IP: 1.1.2.1, VSI Index: 2, Link ID: 0
H&iHEA B MVSIHZE A3 EN I ARPHR S IR MACHT 15 45 I MAC H il 7 5%
ALFRIEIY oAb FR

ARP_SRC_MAC_FOUND_ATTACK

HERNE An attack from MAC [STRING] was detected on interface [STRING].
$1: MAC ikt
SYRIERE
$2: OB
BAEFR 6
2451 ARP/6/ARP_SRC_MAC_FOUND_ATTACK: An attack from MAC 0000-5E14-0E00 was
detected on interface GigabitEthernet1/0/1.
38 JEMACHLHE [ 52 1 AR P BT A6 I 1) BEAGL U 21 B
ol
SFEPY, WA —JEMACHLE GEMACHERE) RIARPIR SCHE — & RIHME
AR A5 1Z YR MACHHE X B AL & 71
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6.23 ARP_SUP_ENABLE_FAILED

6.24

6.25

HEAZRE Failed to enable ARP flood suppression on VSI [STRING].

SRR $1: VSIZHK

HEFR 4

2451 ARP/4/ARP_SUP_ENABLE_FAILED: -MDC=1,; Failed to enable ARP flood suppression
on VSI vpna.

B iHAR FEVSINITJEARPIZEANHITIGE R M. A 0 ESTENEIRRIN B AAMICT-2s, HTE N AR,

* oy H A B A Re i
" 1. RERELECRARIR;
BRI

2. HRINBLE I B S 2

ARP_TARGET IP_INVALID

HERAE Target IP [STRING] was not the IP of the receiving interface [STRING].
$1: IP thiht

SHIRRE

) $2. A4

HEEFR 6

2451 ARP/6/ARP_TARGET_IP_INVALID: Target IP 192.168.10.2 was not the IP of the
receiving interface GigabitEthernet1/0/1.

&R P U B ARPIR S H (9 HARIP 5 A8 IPA — 2L

BRI KA RIEARPHR S FEHLI G

ARP_THRESHOLD_ REACHED

A=HE The alarm threshold for dynamic ARP entry learning was reached on interface
[STRING].

SRR $1: A

BHEFR 4

245 ARP/_4/ARP_THRESHOL_D_REACHI_ED: The alarm threshold for dynamic ARP entry
learning was reached on interface GigabitEthernet1/0/1

HEieA 2 H GigabitEthernet1/0/1% > [N ASARPR UM L T &5 % [ TRR1E

ALFR IS KA AZ N IR A Z ARPRIUE A, 4% N & 15 A7 FE S IR
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6.26 ARP_USER_DUPLICATE_IPADDR _DETECT

Detected a user IP address conflict. New user (MAC [STRING], SVLAN [STRING],

AxRE CVLAN [STRING]) on interface [STRING] and old user (MAC [STRING], SVLAN
mE [STRING], CVLAN [STRING]) on interface [STRING] were using the same IP address
[IPADDR].

$1: B IMACHLE
$2: HiH P ATLERISMEVLAN
$3: FH T PER N EVLAN
$4: FERSHT O SRR
SHRR $5: [HH A FIMACHHE
$6: IHH /7 PRERSMNEVLAN
$7: IHH 7 PRER N EVLAN
$8: JEHEIH P B 2 AR
$9: i P MIPHEb:

HEFR 6
ARP/6/ARP_USER_DUPLICATE_IPADDR_DETECT: Detected a user IP address
2645 conflict. New user (MAC 0010-2100-01e1, SVLAN 100, CVLAN 10) on interface

GigabitEthernet1/0/1 and old user (MAC 0120-1e00-0102, SVLAN 100, CVLAN 10) on
interface GigabitEthernet1/0/1 were using the same IP address 192.168.1.1.

H&5RA ARPHIN E 23 H] P [P bk 58, 2845387 F P (I PHCHE AL IR A 7 g IP bk ph 5%
ALTREZIY Hedr v Zvm B P 1IP ik, AB eI P ke 2R ) R
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6.27 ARP_USER_MOVE_DETECT

6.28

Detected a user (IP address [IPADDR], MAC address [STRING]) moved to another

HEARZRE interface. Before user move: interface [STRING], SVLAN [STRING], CVLAN [STRING].
After user move: interface [STRING], SVLAN [STRING], CVLAN [STRING].
$1: EREHI T HIPHhE
$2: TR HIMACHEE
$3: ILHHTE N AR
$4: ILRHTH P FTERSMZVLAN
LY -
$5: LA ETH P TER N EVLAN
$6: TR RN AR
$7: LG H P FTERSMZVLAN
$8: ILH 5 FH P ETER A ZVLAN
HEFR 6
ARP/6/ARP_USER_MOVE_DETECT: Detected a user (IP address 192.168.1.1, MAC
45 address 0010-2100-01el) moved to another interface. Before user move: interface
GigabitEthernet1/0/1, SVLAN 100, CVLAN 10. After user move: interface
GigabitEthernet1/0/2, SVLAN 100, CVLAN 10.
A= ULEA ARPHINF 2 i H 7 R AL B PR B4R
gy ffifdisplay arp user-move recordin > &EHX i TRER, ETBREATE
bl
DUPIFIP
HERAZR Duplicate address [STRING] on interface [STRING], sourced from [STRING].
$1: IP Huht
SRR $2: HEOAWK
$3: MAC ikt
HEFR 6
2645 ARP/6/DUPIFIP: Duplicate address 1.1.1.1 on interface GigabitEthernet1/0/1, sourced
from 0015-E944-A947.
- ARPF I 5] 47 Hiht
ey’
P2 CLBIARPAR SC I R 2% 3 IP bk 5 %42 TR 1P b 2545
ALFRIEIY B IPHbE P
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6.29 DUPIP

IP address [STRING] conflicted with global or imported IP address, sourced from

== PN
HERE [STRING].
SH R $1: IP Huht
s $2: MAC Hihi
EFER 6
45 ARP/6/DUPIP: IP address 30.1.1.1 conflicted with global or imported IP address,
sourced from 0000-0000-0001.
A= ULEA B ARPHR SCH i b PHEHE 5 4 R B SN R IP ik i 58
IR &Pl i &

6.30 DUPVRRPIP

IP address [STRING] conflicted with VRRP virtual IP address on interface [STRING],

H&R& sourced from [STRING].
$1: IP Mkt

SRR $2: HAHAK
$3: MAC Huik

HEFR 6

245 ARP/6/DUI?VRRPIP: IP address 1.1.1.1 conflicted with VRRP virtual IP address on
interface GigabitEthernet1/0/1, sourced from 0015-E944-A947.

H&RA YT ARPHR L 1K 12 33| P15 VRRP 2 FELI P HiL 1k o 5

ALFRIEIY B IP b iT E

7 ATK

A4l ATK B i H S E R
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7.1 ATK_ICMP_ADDRMASK_REQ

HEA

)

lcmpType(1058)=[UINT32]; RcvIfName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDRY];
DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

$1: ICMP2HY

$2: NEHALWK

$3: JFIPHhE

$4: DS-Lite Tunneld i ith it
$5: HHJIPHE

$6: VPNA K

$7: BhERTY

$8: LT 4RI IH]

$9: il 45 R[]

$10: Brdikd

HEFR

5

241

ATK/5/ATK_ICMP_ADDRMASK_REQ: IcmpType(1058)=17;
RcvIfName(1023)=Ethernet0/0/2; SrcIPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--;
DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--; Action(1049)=logging;
BeginTime_c(1011)=20131011091319; EndTime_c(1012)=20131011091819;
AtkTimes(1050)=2.

FiA

HEREGH I, ICMPHMEHERGIE R H T L, REEiA HE

S(SEEM

x
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7.2 ATK_ICMP_ADDRMASK_REQ RAW

lcmpType(1058)=[UINT32]; RcvifName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDRY];

HEARZRE DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: ICMPHY
$2: NIEOAFR
$3: JFIPHLYE
SHIRRE $4: DS-Lite Tunnels} sl
$5: HIWIPHi:
$6: VPN&FR
$7: ZhERE
HEFR 5
ATK/5/ATK_ICMP_ADDRMASK_REQ_RAW: IcmpType(1058)=17;
£ 31 RcvlfName(1023)=Ethernet0/0/2; SrcIPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--;
DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--; Action(1049)=logging.
—— FAERATFRTT R, ICMPHUIEHERD RO R (R A s A SR ATFHRKM, HMCMP
i HhEFERD U SRR — A A &
ALFRIEIY 7

7.3 ATK_ICMP_ADDRMASK_REQ RAW_SZ

lcmpType(1058)=[UINT32]; SrcZoneName(1025)=[STRING];
SrclPAddr(1003)=[IPADDRY]; DSLiteTunnelPeer(1040)=[STRING];

=+ N
S DstIPAddr(1007)=[IPADDR]; RcvVPNInstance(1041)=[STRING];
Action(1049)=[STRING].
$1: ICMPZA!
$2: NI A
$3: JEIPHHL
SHRR $4: DS-Lite TunnelX itk
$5: HmIPHdk
$6: VPNAFR
BHEFR 5
ATK/5/ATK_ICMP_ADDRMASK_REQ_RAW_SZ: IcmpType(1058)=17;
245 SrcZoneName(1025)=Trust; SrclPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--;
DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--; Action(1049)=logging.
B HERSITRITE, ICMPHEHEAERD I R CH Wik HE: HERSITKH, 5 MCMP
~ HuSEFERS T SRR S A A — A H &
ALFRIEIY 7
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7.4 ATK_ICMP_ADDRMASK_REQ SZ

HEAR

)

lcmpType(1058)=[UINT32]; SrcZoneName(1025)=[STRING]; SrcIPAddr(1003)=[IPADDRY];
DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

$1: ICMP2HY

$2: NIEHZFR

$3: JFIPHubE

$4: DS-Lite Tunnel i ith it
$5: HHJIPHE

$6: VPNAFK

$7: BhYERTY

$8: L JT 4RI [H]

$9: il 45 SR ]

$10: b k#

HEFR

5

241

ATK/5/ATK_ICMP_ADDRMASK_REQ_SZ: IcmpType(1058)=17;
SrcZoneName(1025)=Trust; SrcIPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--;
DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--; Action(1049)=logging;
BeginTime_c(1011)=20131011091319; EndTime_c(1012)=20131011091819;
AtkTimes(1050)=2.

FiA

HEREH I, ICMPHNEHERGIE R H T L, REEiA HE

S(SEEM

x
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7.5 ATK_ICMP_ADDRMASK_RPL

HEAR

)

lcmpType(1058)=[UINT32]; RcvIfName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDRY];
DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

$1: ICMP2HY

$2: NEHALWK

$3: JFIPHhE

$4: DS-Lite Tunneld i ith it
$5: HHJIPHE

$6: VPNA K

$7: BhERTY

$8: LT 4RI IH]

$9: il 45 R[]

$10: Brdikd

HEFR

5

241

ATK/5/ATK_ICMP_ADDRMASK_RPL: IcmpType(1058)=18;
RcvIfName(1023)=Ethernet0/0/2; SrcIPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--;
DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--; Action(1049)=logging;
BeginTime_c(1011)=20131011091319; EndTime_c(1012)=20131011091819;
AtkTimes(1050)=2.

FiA

HEREIFRITE, ICMPHIEHERD N 2 foc 8kt 1, RE ik H &

S(SEEM

x
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7.6 ATK_ICMP_ADDRMASK_RPL_RAW

lcmpType(1058)=[UINT32]; RcvifName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDRY];

HEARZRE DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: ICMPHY
$2: NIEOAFR
$3: JFIPHLYE
SHIRRE $4: DS-Lite Tunnels ik
$5: HIWIPHi:
$6: VPN&FR
$7: ZhERE
BEER 5
ATK/5/ATK_ICMP_ADDRMASK_RPL_RAW: IcmpType(1058)=18;
£ 31 RcvlfName(1023)=Ethernet0/0/2; SrcIPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--;
DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--; Action(1049)=logging.
335 B AEEGHIE, ICMPHINEFERD RA RO E BAlR A&, AEREGHKLH, S ICMP
i HhEHERD R ROk — A A &
ALFRIEIY 7

7.7 ATK_ICMP_ADDRMASK_RPL_RAW_SZ

lcmpType(1058)=[UINT32]; SrcZoneName(1025)=[STRING]; SrcIPAddr(1003)=[IPADDR];

HEAZR DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: ICMPZEZ!
$2: NIAHK
$3: YHIPHLLE
SHRR $4: DS-Lite TunnelX bt
$5: HIPHidik
$6: VPNAFK
$7: ZhEHRM
BHEFR 5
ATK/5/ATK_ICMP_ADDRMASK_RPL_RAW_SZ: lcmpType(1058)=18;
245 SrcZoneName(1025)=Trust; SrcIPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--;
DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--; Action(1049)=logging.
— ASRAIFXIF R, ICMPHUHHER AR H B ik ASRAIFXKH, FMICMP
~ HuhEFER R B R ST A A — A H &
ALFRIEIY s
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7.8 ATK_ICMP_ADDRMASK_RPL_SZ

HEAR

)

lcmpType(1058)=[UINT32]; SrcZoneName(1025)=[STRING]; SrcIPAddr(1003)=[IPADDRY];
DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

$1: ICMP2HY

$2: NIEHZFR

$3: JFIPHubE

$4: DS-Lite Tunnel i ith it
$5: HHJIPHE

$6: VPNAFK

$7: BhYERTY

$8: L JT 4RI [H]

$9: il 45 SR ]

$10: b k#

HEFR

5

241

ATK/5/ATK_ICMP_ADDRMASK_RPL_SZ: IcmpType(1058)=18;
SrcZoneName(1025)=Trust; SrcIPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--;
DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--; Action(1049)=logging;
BeginTime_c(1011)=20131011091319; EndTime_c(1012)=20131011091819;
AtkTimes(1050)=2.

FiA

HEREIFRITE, ICMPHIEHERD N o c Bkl 1, RE ik H &

S(SEEM

x
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7.9 ATK_ICMP_ECHO_REQ

HEAR

)

lcmpType(1058)=[UINT32]; RcvIfName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDRY];
DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

$1: ICMP2HY

$2: NEHALWK

$3: JFIPHhE

$4: DS-Lite Tunneld i ith it
$5: HHJIPHE

$6: VPNA K

$7: BhERTY

$8: LT 4RI IH]

$9: il 45 R[]

$10: Brdikd

HEFR

5

241

ATK/5/ATK_ICMP_ECHO_REQ: IcmpType(1058)=8; RcvlfName(1023)=Ethernet0/0/2;
SrclPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
RcvVPNInstance(1041)=--; Action(1049)=logging; BeginTime_c(1011)=20131011091319;
EndTime_c(1012)=20131011091819; AtkTimes(1050)=2.

FiA

HEREGIFRITE, ICMPIER B BARSCE L1, RE Ak H &

S(SEEE M

x
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7.10 ATK_ICMP_ECHO REQ RAW

lcmpType(1058)=[UINT32]; RcvifName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDRY];

HEARZRE DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
DstPort(1004)=[UINT16]; RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: ICMP2HY
$2: NEALWK
$3: JFIPHLYE

N $4: DS-Lite Tunnelx st

SYRIERE
$5: HIWIPHi:
$6: HumH
$7: VPNA
$8: FMERA

BEHER 5
ATK/5/ATK_ICMP_ECHO_REQ_RAW: IcmpType(1058)=8;

45 RcvIfName(1023)=Ethernet0/0/2; SrcIPAddr(1003)=9.1.1.1; DstPort(1004)=22;
DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--;
Action(1049)=logging.

i HFREGTTRITE, ICMPIE KBRS CE BAR &, HEREGITRKLH, HANICMPIER

~ MR AR SR — A H &

IR &
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7.11 ATK_ICMP_ECHO REQ RAW SZ

lcmpType(1058)=[UINT32]; SrcZoneName(1025)=[STRING]; SrcIPAddr(1003)=[IPADDR];

HERE DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDRY];
DstPort(1004)=[UINT16]; RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: ICMP2HY
$2: AL
$3: JFIPHLYE

N $4: DS-Lite Tunnels st

SHRR
$5: HIWIPHi:
$6: HumH
$7: VPNA K
$8: ZhfEFRM

HEFR 5
ATK/5/ATK_ICMP_ECHO_REQ_RAW_SZ: IcmpType(1058)=8;

2451 SrcZoneName(1025)=Trust; SrcIPAddr(1003)=9.1.1.1; DstPort(1004)=22;
DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--;
Action(1049)=logging.

i HRETTRITE, ICMPEREEHRCEAMA HE: HEREGITGH, FMICMPIFR

~ MR SR — A H &

IR &
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7.12 ATK_ICMP_ECHO REQ SZ

lcmpType(1058)=[UINT32]; SrcZoneName(1025)=[STRING]; SrcIPAddr(1003)=[IPADDRY];
AxRE DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDRY];

" RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

)

$1: ICMP2HY

$2: NIEHZFR

$3: JFIPHubE

$4: DS-Lite Tunnel i ith it
$5: HHJIPHE

$6: VPNAFK

$7: BhYERTY

$8: L JT 4RI [H]

$9: il 45 SR ]

$10: b k#

HEZFR 5

ATK/5/ATK_ICMP_ECHO_REQ_SZ: IcmpType(1058)=8; SrcZoneName(1025)=Trust;
SrclPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;

Sl RcvVPNInstance(1041)=--; Action(1049)=logging; BeginTime_c(1011)=20131011091319;
EndTime_c(1012)=20131011091819; AtkTimes(1050)=2.
A= ULEA HEREFRIFE, ICMPIEREBRCHESL, REEMAkHE
AR x5
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7.13 ATK_ICMP_ECHO_RPL

HEAR

)

lcmpType(1058)=[UINT32]; RcvIfName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDRY];
DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

$1: ICMP2HY

$2: NEHALWK

$3: JFIPHhE

$4: DS-Lite Tunneld i ith it
$5: HHJIPHE

$6: VPNA K

$7: BhERTY

$8: LT 4RI IH]

$9: il 45 R[]

$10: Brdikd

HEFR

5

241

ATK/5/ATK_ICMP_ECHO_RPL: IlcmpType(1058)=0; RcvifName(1023)=Ethernet0/0/2;
SrclPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
RcvVPNInstance(1041)=--; Action(1049)=logging; BeginTime_c(1011)=20131011091319;
EndTime_c(1012)=20131011091819; AtkTimes(1050)=2.

FiA

HEREGIFRITE, ICMPILE M E R SCE G L, R Al H &

S(SEEE M

x

52



7.14 ATK_ICMP_ECHO_RPL_RAW

7.15

lcmpType(1058)=[UINT32]; RcvifName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDRY];

HERE DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDRY];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: ICMPHY
$2: NIEOAFR
$3: JFIPHLYE
SHIRRE $4: DS-Lite Tunnels} sl
$5: HHJIPHE
$6: VPN&FR
$7: BhERAY
HEFR 5
ATK/5/ATK_ICMP_ECHO_RPL_RAW: lcmpType(1058)=0;
245 RcvlfName(1023)=Ethernet0/0/2; SrcIPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--;
DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--; Action(1049)=logging.
AR AEEGHIE, ICMPREIENEHRCEAMA A& BEREHRKH, FMICMPE T
“ RIS il & —A A &
ALFRIEIY 7

ATK_ICMP_ECHO_RPL_RAW_SZ

lcmpType(1058)=[UINT32]; SrcZoneName(1025)=[STRING]; SrcIPAddr(1003)=[IPADDRY];

HEAZR DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: ICMPZEZ!
$2: NIRAZFK
$3: YHIPHLLE
SHRR $4: DS-Lite TunnelX bt
$5: HIPHiE
$6: VPNAFK
$7: ZhEHRM
HEFR 5
ATK/5/ATK_ICMP_ECHO_RPL_RAW_SZ: lcmpType(1058)=0;
25451 SrcZoneName(1025)=Trust; SrcIPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--;
DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--; Action(1049)=logging.
— ASRAIFATFR . ICMPIEL RS i AR F & SR ATFXRKH, FMCMPE &
* RSO — A H &
SLIBIE x
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7.16 ATK_ICMP_ECHO RPL_SZ

7.17

HEAR

)

lcmpType(1058)=[UINT32]; SrcZoneName(1025)=[STRING]; SrcIPAddr(1003)=[IPADDRY];
DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

$1: ICMP2HY

$2: NIEHZFR

$3: JFIPHubE

$4: DS-Lite Tunnel i ith it
$5: HHJIPHE

$6: VPNAFK

$7: BhYERTY

$8: L JT 4RI [H]

$9: il 45 SR ]

$10: b k#

HEFR

5

241

ATK/5/ATK_ICMP_ECHO_RPL_SZ: IcmpType(1058)=0; SrcZoneName(1025)=Trust;
SrclPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
RcvVPNInstance(1041)=--; Action(1049)=logging; BeginTime_c(1011)=20131011091319;
EndTime_c(1012)=20131011091819; AtkTimes(1050)=2.

FiA

HEREGIFRITH, ICMPIELE M E R SCE L1, RE Al H &

S(SEEE M

x

ATK_ICMP_FLOOD

RevIfName(1023)=[STRING]; DstIPAddr(1007)=[IPADDR]; DstPort(1008)=[UINT16];

HEARZRE RcvVPNInstance(1041)=[STRING]; UpperLimit(1048)=[UINT32]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING].
$1: NEOLRR
$2: HIWIPHi:
$3: Hpum o
SRR $4: VPN&HK
$5: H& LR
$6: FEFRA
$7: BEhITHRI A
HEFR 3
ATK/3/ATK_ICMP_FLOOD: RcvlfName(1023)=Ethernet0/0/2; DstIPAddr(1007)=6.1.1.5;
2451 DstPort(1008)=22; RcvVPNInstance(1041)=--; UpperLimit(1048)=10;
Action(1049)=logging; BeginTime_c(1011)=20131009093351.
HERA BRI AT Y E H AR R ICMPRSCEGEE BIE, ik HE
IR &
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7.18 ATK_ICMP_FLOOD SZ

7.19

SrcZoneName(1025)=[STRING]; DstIPAddr(1007)=[IPADDR]; DstPort(1008)=[UINT16];

HEARZRE RcvVPNInstance(1041)=[STRING]; UpperLimit(1048)=[UINT32]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING].
$1: ANIRAHK
$2: HIWIPHi:
$3: Hi¥i -
SHIRRE $4: VPN&HK
$5: H& LR
$6: FEFRA
$7: BEkITHRI A
HEFR 3
ATK/3/ATK_ICMP_FLOOD_SZ: SrcZoneName(1025)=Trust; DstIPAddr(1007)=6.1.1.5;
2451 DstPort(1008)=22; RcvVPNInstance(1041)=--; UpperLimit(1048)=10;
Action(1049)=logging; BeginTime_c(1011)=20131009093351.
H&iEA PR ] P H R ICMPIRCSCEGR S IE, itk H &
IR 5

ATK_ICMP_INFO_REQ

lcmpType(1058)=[UINT32]; RcvIfName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDRY];
DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

$1: ICMPHY

$2: NFEAHR

$3: JFIPHLYE

$4: DS-Lite Tunnelx sttt
$5: HIWIPHi:

$6: VPNAFR

$7: FIERAY

$8: B TRt [A]

$9: B 4 R [A]

$10: HraiikH

HEFR

5

241

ATK/5/ATK_ICMP_INFO_REQ: lcmpType(1058)=15; RcvifName(1023)=Ethernet0/0/2;
SrclPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
RcvVPNInstance(1041)=--; Action(1049)=logging; BeginTime_c(1011)=20131011091319;
EndTime_c(1012)=20131011091819; AtkTimes(1050)=2.

HEULER

HERBITRITH, ICMPE BRI, e Emk HE

S(SLEEM

x
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7.20 ATK_ICMP_INFO_REQ_RAW

7.21

lcmpType(1058)=[UINT32]; RcvifName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDRY];

HEARZRE DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: ICMPHY
$2: NIEOAFR
$3: JFIPHLYE
SHIRRE $4: DS-Lite Tunnels ik
$5: HIWIPHi:
$6: VPN&FR
$7: ZhERE
BEER 5
ATK/5/ATK_ICMP_INFO_REQ_RAW: IcmpType(1058)=15;
£ 31 RcvlfName(1023)=Ethernet0/0/2; SrcIPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--;
DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--; Action(1049)=logging.
—— HERATFXIFR, ICMPE BRI R A HERATFXXM, S1ICMP
- B EIE RIS R — N H &
ALFRIEIY 7

ATK_ICMP_INFO_REQ_RAW_SZ

lcmpType(1058)=[UINT32]; SrcZoneName(1025)=[STRING]; SrcIPAddr(1003)=[IPADDR];

HEAZR DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: ICMPZEZ!
$2: NIAHK
$3: YHIPHLLE
SHRR $4: DS-Lite TunnelX bt
$5: HIPHidik
$6: VPNAFK
$7: ZhEHRM
HES% 5
ATK/5/ATK_ICMP_INFO_REQ_RAW_SZ: IcmpType(1058)=15;
245 SrcZoneName(1025)=Trust; SrcIPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--;
DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--; Action(1049)=logging.
— ASREIFAIFR ., ICMPE ERIGHSC SR A5 FERATFRKH, SICMPR
“ SRR AR — N H &
ALFRIEIY s
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7.22 ATK_ICMP_INFO_REQ_SZ

lcmpType(1058)=[UINT32]; SrcZoneName(1025)=[STRING]; SrcIPAddr(1003)=[IPADDRY];
AxRE DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDRY];

" RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

)

$1: ICMP2HY

$2: NIEHZFR

$3: JFIPHubE

$4: DS-Lite Tunnel i ith it
$5: HHJIPHE

$6: VPNAFK

$7: BhYERTY

$8: L JT 4RI [H]

$9: il 45 SR ]

$10: b k#

HEZFR 5

ATK/5/ATK_ICMP_INFO_REQ_SZ: IcmpType(1058)=15; SrcZoneName(1025)=Trust;
SrclPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;

Sl RcvVPNInstance(1041)=--; Action(1049)=logging; BeginTime_c(1011)=20131011091319;
EndTime_c(1012)=20131011091819; AtkTimes(1050)=2.
A= ULEA HERSGITRITE, ICMPERIERMH L1, BemmkHE
AR x5
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7.23 ATK_ICMP_INFO_RPL

HEAR

)

lcmpType(1058)=[UINT32]; RcvIfName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDRY];
DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

$1: ICMP2HY

$2: NEHALWK

$3: JFIPHhE

$4: DS-Lite Tunneld i ith it
$5: HHJIPHE

$6: VPNA K

$7: BhERTY

$8: LT 4RI IH]

$9: il 45 R[]

$10: Brdikd

HEFR

5

241

ATK/5/ATK_ICMP_INFO_RPL: IcmpType(1058)=16; RcvifName(1023)=Ethernet0/0/2;
SrclPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
RcvVPNInstance(1041)=--; Action(1049)=logging; BeginTime_c(1011)=20131011091319;
EndTime_c(1012)=20131011091819; AtkTimes(1050)=2.

FiA

HEREGIFRITE, ICMPIE BRI R SCEGEE L, e etk H &

S(SEEE M

x
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7.24 ATK_ICMP_INFO_RPL_RAW

7.25

lcmpType(1058)=[UINT32]; RcvifName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDRY];

HEARZRE DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: ICMPHY
$2: NIEOAFR
$3: JFIPHLYE
SHIRRE $4: DS-Lite Tunnels} sl
$5: HIWIPHi:
$6: VPN&FR
$7: ZhERE
HEFR 5
ATK/5/ATK_ICMP_INFO_RPL_RAW: IcmpType(1058)=16;
£ 31 RcvlfName(1023)=Ethernet0/0/2; SrcIPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--;
DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--; Action(1049)=logging.
335 B AEEGHLIRE, ICMPERMEWRCEAMA AL, AEELGHLKH, G4ICMP
- B R R RS R — N H &
ALFRIEIY 7

ATK_ICMP_INFO_RPL_RAW_SZ

lcmpType(1058)=[UINT32]; SrcZoneName(1025)=[STRING]; SrcIPAddr(1003)=[IPADDR];

HEAZR DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: ICMPZEZ!
$2: NIAHK
$3: YHIPHLLE
SHRR $4: DS-Lite TunnelX bt
$5: HIPHidik
$6: VPNAFK
$7: ZhEHRM
HES% 5
ATK/5/ATK_ICMP_INFO_RPL_RAW_SZ: IcmpType(1058)=16;
245 SrcZoneName(1025)=Trust; SrcIPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--;
DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--; Action(1049)=logging.
— ASRAIFXIFE ., ICMPE BRI AR S FERATFRKH, SAICMPR
* SN RSO AR — N H &
ALFRIEIY s
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7.26 ATK_ICMP_INFO_RPL_SZ

lcmpType(1058)=[UINT32]; SrcZoneName(1025)=[STRING]; SrcIPAddr(1003)=[IPADDRY];
AxRE DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDRY];

" RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

)

$1: ICMP2HY

$2: NIEHZFR

$3: JFIPHubE

$4: DS-Lite Tunnel i ith it
$5: HHJIPHE

$6: VPNAFK

$7: BhYERTY

$8: L JT 4RI [H]

$9: il 45 SR ]

$10: b k#

HEZFR 5

ATK/5/ATK_ICMP_INFO_RPL_SZ: lcmpType(1058)=16; SrcZoneName(1025)=Trust;
SrclPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;

Sl RcvVPNInstance(1041)=--; Action(1049)=logging; BeginTime_c(1011)=20131011091319;
EndTime_c(1012)=20131011091819; AtkTimes(1050)=2.
A= ULEA HERSGITRITE, ICMPE R Wik L1, BaEmkHE
AR x5
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7.27 ATK_ICMP_LARGE

RcvIfName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDR];
DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

HEAR

)

$1: AHELIARK

$2: JHIPHLAE

$3: DS-Lite Tunnelf stk
$4: HMIPHidE

SRR $5: VPN R

$6: ZhERTY

$7: BEITHRINTE]

$8: rili 45 ST ]

$9: BudiikH

HHFR 3

ATK/3/ATK_ICMP_LARGE: RcvlfName(1023)=Ethernet0/0/2; SrcIPAddr(1003)=9.1.1.1;

2645 DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--;
Action(1049)=logging; BeginTime_c(1011)=20131011074913;

EndTime_c(1012)=20131011075413; AtkTimes(1050)=2.

HE A HEREGITRITH, ICMPHKIR L, REFkHE
ALTREZIY 7

7.28 ATK_ICMP_LARGE_RAW

RevlfName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDR];

HEAE DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDRY];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: ALK
$2: PHIPHbE
$3: DS-Lite Tunnelx it Hihik:
$4: HMIPHidE
$5: VPN4FK
$6: FNERA

EEFR 3

ATK/3/ATK_ICMP_LARGE_RAW: RcvlfName(1023)=Ethernet0/0/2;
2551 SrcIPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
RcvVPNInstance(1041)=--; Action(1049)=logging.

HEREIFRITE, ICMPEKIRSCE Wk H & HERGIFRKMA, FMCMPEKHRC

e
&R kA H &
samEEiy x
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7.29 ATK_ICMP_LARGE_RAW_SZ

7.30

SrcZoneName(1025)=[STRING]; SrcIPAddr(1003)=[IPADDRY];

HEARZRE DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: ANIAFK
$2: YRIPHLLE
$3: DS-Lite TunnelX i ith it
SRR
$4: HEIPHIE
$5: VPN&FK
$6: FNERTY
BAEFR 5
ATK/5/ATK_ICMP_LARGE_RAW_SZ: SrcZoneName(1025)=Trust;
2451 SrclPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
RcvVPNInstance(1041)=--; Action(1049)=logging.
. AEEGHIRE, ICMPERICEaAMA O&: AERGIILH, FANICMPREERHRL
Hl&\l}ﬁﬁﬂ NN 4
filk —AH &
IR &

ATK_ICMP_LARGE_SZ

SrcZoneName(1025)=[STRING]; SrcIPAddr(1003)=[IPADDR];
DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

SRR

$1: ALK

$2: JFIPHLLE

$3: DS-Lite Tunneld stk
$4: HIWIPHi:

$5: VPNAHK

$6: BhERMY

$7: B ITURI IF]

$8: Jrili 45 SR ]

$9: M ix#

HEFR

3

241

ATK/3/ATK_ICMP_LARGE_SZ: SrcZoneName(1025)=Trust; SrcIPAddr(1003)=9.1.1.1;
DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--;
Action(1049)=logging; BeginTime_c(1011)=20131011074913;
EndTime_c(1012)=20131011075413; AtkTimes(1050)=2.

FiAA

HEREGIFRITH, ICMPHEKIRCEGIEL, RE Ak H &

S(SLEEM

x
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7.31 ATK_ICMP_PARAPROBLEM

lcmpType(1058)=[UINT32]; RcvIfName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDRY];
AxRE DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDRY];

" RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

)

$1: ICMP2HY

$2: NEHALWK

$3: JFIPHhE

$4: DS-Lite Tunneld i ith it
$5: HHJIPHE

$6: VPNA K

$7: BhERTY

$8: LT 4RI IH]

$9: il 45 R[]

$10: Brdikd

HEZFR 5

ATK/5/ATK_ICMP_PARAPROBLEM: IcmpType(1058)=12;
RcvlfName(1023)=Ethernet0/0/2; SrcIPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--;
£ 3] DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--; Action(1049)=logging;
BeginTime_c(1011)=20131011091319; EndTime_c(1012)=20131011091819;
AtkTimes(1050)=2.

SRR HEREGIFRITE, ICMPSEER MR SCEGEE L, e etk H &
S(SEEM 7
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7.32 ATK_ICMP_PARAPROBLEM_RAW

7.33

lcmpType(1058)=[UINT32]; RcvifName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDRY];

HEARZRE DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: ICMPHY
$2: NIEOAFR
$3: JFIPHLYE
SHIRRE $4: DS-Lite Tunnels ik
$5: HIWIPHi:
$6: VPN&FR
$7: BhERAY
BEER 5
ATK/5/ATK_ICMP_PARAPROBLEM_RAW: IcmpType(1058)=12;
245 RcvlfName(1023)=Ethernet0/0/2; SrcIPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--;
DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--; Action(1049)=logging.
335 B AEEGHLIRE, ICMPSEEHRMIRCEBMA A&, AEEEGHLKH, G4 ICMP
- ZHRRIIR SR — A H &
ALFRIEIY 7

ATK_ICMP_PARAPROBLEM_RAW_SZ

lcmpType(1058)=[UINT32]; SrcZoneName(1025)=[STRING]; SrcIPAddr(1003)=[IPADDR];

HEAZR DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: ICMPZEZ!
$2: NIRAZFK
$3: YHIPHLLE
SHRR $4: DS-Lite TunnelX bt
$5: HIPHidik
$6: VPNAFK
$7: ZhEHRM
HES% 5
ATK/5/ATK_ICMP_PARAPROBLEM_RAW_SZ: IcmpType(1058)=12;
245 SrcZoneName(1025)=Trust; SrcIPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--;
DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--; Action(1049)=logging.
— ASREIFHIFR ., ICMPSYHHRIGIC AR A& HSRATF KM, HIICMPS
“ BRI S — A H &
ALFRIEIY s
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7.34 ATK_ICMP_PARAPROBLEM_SZ

lcmpType(1058)=[UINT32]; SrcZoneName(1025)=[STRING]; SrcIPAddr(1003)=[IPADDRY];
DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

HEAR

)

$1: ICMP2HY

$2: NIEHZFR

$3: JFIPHubE

$4: DS-Lite Tunnel i ith it
$5: HHJIPHE

$6: VPNAFK

$7: BhYERTY

$8: L JT 4RI [H]

$9: il 45 SR ]

$10: b k#

HEZFR 5

ATK/5/ATK_ICMP_PARAPROBLEM_SZ: IcmpType(1058)=12;
SrcZoneName(1025)=Trust; SrcIPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--;
£ 3] DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--; Action(1049)=logging;
BeginTime_c(1011)=20131011091319; EndTime_c(1012)=20131011091819;
AtkTimes(1050)=2.

SRR HEREGIFRITH, ICMPSEER MR SCEGEE L, e etk H &
S(SEEM 7
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7.35 ATK_ICMP_PINGOFDEATH

RevIfName(1023)=[STRING]; SrclPAddr(1003)=[IPADDR];
DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];

=+ N

H&R& RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].
$1: AFZOAMK
$2: YHIPHLE
$3: DS-Lite Tunnelf stk
$4: HMIPHidE

SRR $5: VPN R
$6: ZhERTY
$7: BT et fE
$8: Lk 45 s )
$9: ik

BEFER 3
ATK/3/ATK_ICMP_PINGOFDEATH: RcvlfName(1023)=Ethernet0/0/2;

2645 SrclPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
RcvVPNInstance(1041)=--; Action(1049)=logging; BeginTime_c(1011)=20131011074913;
EndTime_c(1012)=20131011075413; AtkTimes(1050)=2.

i HERAHXHIRE, twEMEENRE— (P offset * 8) + (IP data lenth) > 65535 [
~ ICMPH LT L, RE 5k A&
I x
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7.36 ATK_ICMP_PINGOFDEATH_RAW

RcvIfName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDRY];
HEARZRE DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: AFZOAR
$2: YRIPHL
N $3: DS-Lite Tunneld i ith it
SRR
$4: HIIPHL
$5: VPN&FK
$6: zhfEHRM
HEFR 3
ATK/3/ATK_ICMP_PINGOFDEATH_RAW: RcvlfName(1023)=Ethernet0/0/2;
245 SrcIPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
RcvVPNInstance(1041)=--; Action(1049)=logging.
HERAHXRE, twEMEENRE— (P offset * 8) + (IP data lenth) > 65535 [
HiER ICMPHR LB Al H & HEREGH M, A EAM R E ARG — 7+ H(P offset * 8)
+ (IP data lenth) > 65535 HJICMPHR itk — 4~ H &
ALFRIEIY 7

7.37 ATK_ICMP_PINGOFDEATH_RAW_SZ

SrcZoneName(1025)=[STRING]; SrcIPAddr(1003)=[IPADDRY];
HEARZRE DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: ANIRAHK
$2: YRIPHLLLE
) $3: DS-Lite Tunneli itttk
SRR
$4: HIIPHhL
$5: VPNAFR
$6: FfFERE
HEFR 3
ATK/3/ATK_ICMP_PINGOFDEATH_RAW_SZ: SrcZoneName(1025)=Trust;
245 SrcIPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
RcvVPNInstance(1041)=--; Action(1049)=logging.
HERGHXHRE, twEMEENRE— I H(P offset * 8) + (IP data lenth) > 65535 [
HiER ICMPHRCCE fufilk H s HEREIF KM, FAMREL R E R — T H(IP offset * 8)
+ (IP data lenth) > 65535 fJICMPIR S filtk —ANH &
ALFR IS 7
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7.38 ATK_ICMP_PINGOFDEATH_SZ

SrcZoneName(1025)=[STRING]; SrcIPAddr(1003)=[IPADDRY];
DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];

== PN

H&R& RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].
$1: ANIRAHK
$2: YRIPHLE
$3: DS-Lite Tunneld stk
$4: HIPHidE

SRR $5: VPN R
$6: ZhERTY
$7: BT iRt fE
$8: Lk 45 s )
$9: ik

BEFER 3
ATK/3/ATK_ICMP_PINGOFDEATH_SZ: SrcZoneName(1025)=Trust;

2645 SrclPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
RcvVPNInstance(1041)=--; Action(1049)=logging; BeginTime_c(1011)=20131011074913;
EndTime_c(1012)=20131011075413; AtkTimes(1050)=2.

i HERGIF LI, SR E ARG —FIf H(IP offset * 8) + (IP data lenth) > 65535 [f
~ ICMPHR LT, RE 5k A&
ShEBIE x
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7.39 ATK_ICMP_REDIRECT

HEAR

)

lcmpType(1058)=[UINT32]; RcvIfName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDRY];
DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

$1: ICMP2HY

$2: NEHALWK

$3: JFIPHhE

$4: DS-Lite Tunneld i ith it
$5: HHJIPHE

$6: VPNA K

$7: BhERTY

$8: LT 4RI IH]

$9: il 45 R[]

$10: Brdikd

HEFR

5

241

ATK/5/ATK_ICMP_REDIRECT: lcmpType(1058)=5; RcvlifName(1023)=Ethernet0/0/2;
SrclPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
RcvVPNInstance(1041)=--; Action(1049)=logging; BeginTime_c(1011)=20131011091319;
EndTime_c(1012)=20131011091819; AtkTimes(1050)=2.

FiA

HEREGIFRITH, ICMPHEE AR SCEGEE L, e etk H &

S(SEEE M

x
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7.40 ATK_ICMP_REDIRECT RAW

7.41

lcmpType(1058)=[UINT32]; RcvifName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDRY];

HEARZRE DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: ICMPHY
$2: NIEOAFR
$3: JFIPHLYE
SHIRRE $4: DS-Lite Tunnels ik
$5: HIWIPHi:
$6: VPN&FR
$7: ZhERE
BEER 5
ATK/5/ATK_ICMP_REDIRECT_RAW: IcmpType(1058)=5;
£ 31 RcvlfName(1023)=Ethernet0/0/2; SrcIPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--;
DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--; Action(1049)=logging.
335 B AEEGHLIRE, ICMPEE MR MR HE: AEEGHLKH, B MNCMPEEF
“ R —A A&
ALFRIEIY 7

ATK_ICMP_REDIRECT_RAW_SZ

lcmpType(1058)=[UINT32]; SrcZoneName(1025)=[STRING]; SrcIPAddr(1003)=[IPADDR];

HEAZR DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: ICMPZEZ!
$2: NIAHK
$3: YHIPHLLE
SHRR $4: DS-Lite TunnelX bt
$5: HIPHidik
$6: VPNAFK
$7: ZhEHRM
HES% 5
ATK/5/ATK_ICMP_REDIRECT_RAW_SZ: IcmpType(1058)=5;
245 SrcZoneName(1025)=Trust; SrcIPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--;
DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--; Action(1049)=logging.
— ASRAIFAIFR . ICMPIEE RSO AR ik ASREIFXKH, 5 MNCMPEE R
“ AR — N H &
SLIBIE x
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7.42 ATK_ICMP_REDIRECT SZ

lcmpType(1058)=[UINT32]; SrcZoneName(1025)=[STRING]; SrcIPAddr(1003)=[IPADDRY];
AxRE DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDRY];

" RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

)

$1: ICMP2HY

$2: NIEHZFR

$3: JFIPHubE

$4: DS-Lite Tunnel i ith it
$5: HHJIPHE

$6: VPNAFK

$7: BhYERTY

$8: L JT 4RI [H]

$9: il 45 SR ]

$10: b k#

HEZFR 5

ATK/5/ATK_ICMP_REDIRECT_SZ: IcmpType(1058)=5; SrcZoneName(1025)=Trust;
SrclPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;

Sl RcvVPNInstance(1041)=--; Action(1049)=logging; BeginTime_c(1011)=20131011091319;
EndTime_c(1012)=20131011091819; AtkTimes(1050)=2.
A= ULEA HERSGITRITE, ICMPEE Mk N1, REEmkHE
AR x5
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7.43 ATK_ICMP_SMURF

RevIfName(1023)=[STRING]; SrclPAddr(1003)=[IPADDR];
DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];

H&R& RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].
$1: AFZOAMK
$2: YHIPHLE
$3: DS-Lite Tunnel sl
$4: HIPHidE

SRR $5: VPN R
$6: ZhERTY
$7: BT et fE
$8: Lk 45 s )
$9: ik

HEFR 3
ATK/3/ATK_ICMP_SMURF: RcvIfName(1023)=Ethernet0/0/2; SrcIPAddr(1003)=9.1.1.1;

2645 DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--;
Action(1049)=logging; BeginTime_c(1011)=20131011074913;
EndTime_c(1012)=20131011075413; AtkTimes(1050)=2.

HERGIFRITE, ICMPUERIEIR RS, HENIPA: (L)A. By CJ bk 8 W 25 b
EifER DREHESR ML () AHE HIPHbE XS B | bk s W 2 s RAAE o c 8 g 1, R
Fa il H &
ALFRIEIY s
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7.44 ATK_ICMP_SMURF_RAW

7.45

RevlfName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDR];

HEARZRE DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: NEOLRR
$2: YRIPHL
$3: DS-Lite TunnelX i ith it
SRIERE
i $4: [P
$5: VPNHFK
$6: FNERTY
HEFR 3
ATK/3/ATK_ICMP_SMURF_RAW: RcvlfName(1023)=Ethernet0/0/2;
2451 SrclPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
RcvVPNInstance(1041)=--; Action(1049)=logging.
HERAHXIRE, ICMPIEREIERC, BHRIPA: (DA, B. CH i&HbE o # ML Hi b ;
B4R DREHES ML ()N HNPHblxF B F bk 5 X 28 s bk RRAE A S Bk H &
HEREFFRLH, Fa EREANICMPER B SR, SRR —MHE
ALFRIEIY 7

ATK_ICMP_SMURF_RAW_SZ

SrcZoneName(1025)=[STRING]; SrcIPAddr(1003)=[IPADDRY];

HEAZR DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: NIHZFK
$2: JFIPHuYE
$3: DS-Lite Tunnel i it
;;{ TIE
SRR $4: HiIPHLLE
$5: VPNAFK
$6: BhERMY
HEFR 3
ATK/3/ATK_ICMP_SMURF_RAW_SZ: SrcZoneName(1025)=Trust;
Z& A5 SrcIPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
RcvVPNInstance(1041)=--; Action(1049)=logging.
EREGIFRTFE, ICMPIEREIEIRC, HIIPA: (1A, B, CEJ bk M4t
=1 BA DEBHES L (2) N3 MNPHhEXS B2 F ik B0 X 28 s b4 AT 40 S0 v B fl o B &
HERESTTRRE, e EREMENICMPEREI IR, MRk —4HE
ALFRIEIY s
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7.46 ATK_ICMP_SMURF_SZ

SrcZoneName(1025)=[STRING]; SrcIPAddr(1003)=[IPADDRY];
DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];

H&R& RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].
$1: ANIRAHK
$2: YRIPHLE
$3: DS-Lite Tunnel sl
$4: HMIPHidE

SRR $5: VPN R
$6: ZhERTY
$7: BT iRt fE
$8: Lk 45 s )
$9: ik

HEFR 3
ATK/3/ATK_ICMP_SMURF_SZ: SrcZoneName(1025)=Trust; SrcIPAddr(1003)=9.1.1.1;

2645 DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--;
Action(1049)=logging; BeginTime_c(1011)=20131011074913;
EndTime_c(1012)=20131011075413; AtkTimes(1050)=2.

FAERATFRIF R, ICMPHRIELRARS, HINIPA: (DA, By CHJ ™ L84 4 it
EifER DIREGHEFMbL; (2) N4 FNPHIL XS () Fi s bl 52 0 2 s IR A A SO H oL 1, s
Jafidk H &
ALFRIEIY 5
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7.47 ATK_ICMP_SOURCEQUENCH

lcmpType(1058)=[UINT32]; RcvIfName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDRY];
DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];

== PN
H&R& RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].
$1: ICMP%
$2: NFEOAFR
$3: JFIPHLYE
$4: DS-Lite Tunnels stk
. $5: HHJIPHE
SHIRRE
$6: VPNAFR
$7: BhERTY
$8: LT 4RI IH]
$9: Lk 45 s )
$10: ik %
HEFR 5
ATK/5/ATK_ICMP_SOURCEQUENCH: IcmpType(1058)=4;
RcvIfName(1023)=Ethernet0/0/2; SrcIPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--;
£ 3] DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--; Action(1049)=logging;
BeginTime_c(1011)=20131011091319; EndTime_c(1012)=20131011091819;
AtkTimes(1050)=2.
A ABRATFATFR . ICMPIRI K R RO L, B R Ak F %
IR x
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7.48 ATK_ICMP_SOURCEQUENCH_RAW

7.49

lcmpType(1058)=[UINT32]; RcvifName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDRY];

HEARZRE DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: ICMPHY
$2: NIEOAFR
$3: JFIPHLYE
SHIRRE $4: DS-Lite Tunnels ik
$5: HIWIPHi:
$6: VPN&FR
$7: ZhERE
BEER 5
ATK/5/ATK_ICMP_SOURCEQUENCH_RAW: IcmpType(1058)=4;
£ 31 RcvlfName(1023)=Ethernet0/0/2; SrcIPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--;
DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--; Action(1049)=logging.
335 B AEEGHIRE, ICMPIRS R # Ao E Bk A&, AEREGHILH, S ICMP
- P 5% P ARk — A A &
ALFRIEIY 7

ATK_ICMP_SOURCEQUENCH_RAW _SZ

lcmpType(1058)=[UINT32]; SrcZoneName(1025)=[STRING]; SrcIPAddr(1003)=[IPADDR];

HEAZR DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: ICMPZEZ!
$2: NIAHK
$3: YHIPHLLE
SHRR $4: DS-Lite TunnelX bt
$5: HIPHidik
$6: VPNAFK
$7: ZhEHRM
BHEFR 5
ATK/5/ATK_ICMP_SOURCEQUENCH_RAW_SZ: IcmpType(1058)=4;
245 SrcZoneName(1025)=Trust; SrcIPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--;
DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--; Action(1049)=logging.
— ASRATFHIF R, ICMPUH IR0 AR ik ASREIFXKH, FICMP
“ Pt e 5% AT AR ST Ak A — A H A&
ALFRIEIY s
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7.50 ATK_ICMP_SOURCEQUENCH_SZ

HEAR

)

lcmpType(1058)=[UINT32]; SrcZoneName(1025)=[STRING]; SrcIPAddr(1003)=[IPADDRY];
DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

$1: ICMP2HY

$2: NIEHZFR

$3: JFIPHubE

$4: DS-Lite Tunnel i ith it
$5: HHJIPHE

$6: VPNAFK

$7: BhYERTY

$8: L JT 4RI [H]

$9: il 45 SR ]

$10: b k#

HEFR

5

241

ATK/5/ATK_ICMP_SOURCEQUENCH_SZ: IcmpType(1058)=4;
SrcZoneName(1025)=Trust; SrcIPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--;
DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--; Action(1049)=logging;
BeginTime_c(1011)=20131011091319; EndTime_c(1012)=20131011091819;
AtkTimes(1050)=2.

FiA

HEREIFRITH, ICMPYEG < P R CCE oL 1, R A il H &

S(SEEM

x

7



7.51 ATK_ICMP_TIMEEXCEED

lcmpType(1058)=[UINT32]; RcvIfName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDRY];
e DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDRY];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

HEA

)

$1: ICMP2HY

$2: NEHALWK

$3: JFIPHhE

$4: DS-Lite Tunneld i ith it
$5: HHJIPHE

$6: VPNA K

$7: BhERTY

$8: LT 4RI IH]

$9: il 45 R[]

$10: Brdikd

HEZFR 5

ATK/5/ATK_ICMP_TIMEEXCEED: lcmpType(1058)=11;
RcvlfName(1023)=Ethernet0/0/2; SrcIPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--;
£ 3] DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--; Action(1049)=logging;
BeginTime_c(1011)=20131011091319; EndTime_c(1012)=20131011091819;
AtkTimes(1050)=2.

SRR HEREGIFRITE, ICMP R SCEGEE L, Ja ek H &
S(SEEM 7
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7.52 ATK_ICMP_TIMEEXCEED_RAW

lcmpType(1058)=[UINT32]; RcvifName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDRY];
HERE DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDRY];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].

$1: ICMP3AY

$2: N4

$3: JFIPHLYE

SRR $4: DS-Lite Tunnels ik
$5: HIWIPHi:

$6: VPN K

$7: BhIERA

HEZFR 5

ATK/5/ATK_ICMP_TIMEEXCEED_RAW: IcmpType(1058)=11;
£ 31 RcvlfName(1023)=Ethernet0/0/2; SrcIPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--;
DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--; Action(1049)=logging.

HEREIFRITE, ICMPHEIN FICCE Btk H & HERETFRKH, A ICMPii i

.
SR N
IR ¥

7.53 ATK_ICMP_TIMEEXCEED RAW _SZ

lcmpType(1058)=[UINT32]; SrcZoneName(1025)=[STRING]; SrcIPAddr(1003)=[IPADDR];
HEAZR DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].

$1: ICMPE%H!

$2: NIHLFR

$3: JHIPHLIE

SHRR $4: DS-Lite Tunnelsit itk
$5: HIIPHhL

$6: VPNA K

$7: FERT

HEZER 5

ATK/5/ATK_ICMP_TIMEEXCEED_RAW_SZ: IcmpType(1058)=11,
245 SrcZoneName(1025)=Trust; SrcIPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--;
DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--; Action(1049)=logging.

HEREGIFRITE, ICMPEER fCCE WA H S HEREGITRKH, FICMPEI )

e
H5H e [ N
S %
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7.54 ATK_ICMP_TIMEEXCEED_SZ

HEAR

)

lcmpType(1058)=[UINT32]; SrcZoneName(1025)=[STRING]; SrcIPAddr(1003)=[IPADDRY];
DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

$1: ICMP2HY

$2: NIEHZFR

$3: JFIPHubE

$4: DS-Lite Tunnel i ith it
$5: HHJIPHE

$6: VPNAFK

$7: BhYERTY

$8: L JT 4RI [H]

$9: il 45 SR ]

$10: b k#

HEFR

5

241

ATK/5/ATK_ICMP_TIMEEXCEED_SZ: IcmpType(1058)=11; SrcZoneName(1025)=Trust;
SrclPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
RcvVPNInstance(1041)=--; Action(1049)=logging; BeginTime_c(1011)=20131011091319;
EndTime_c(1012)=20131011091819; AtkTimes(1050)=2.

FiA

HEREIFRITE, ICMP#n o o1, REJEflk H &

S(SEEE M

x
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7.55 ATK_ICMP_TRACEROUTE

7.56

RevIfName(1023)=[STRING]; SrclPAddr(1003)=[IPADDR];
DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];

=+ N

H&R& RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].
$1: AFZOAMK
$2: YHIPHLE
$3: DS-Lite Tunnel sl
$4: HIPHidE

SRR $5: VPN R
$6: ZhERTY
$7: BT et fE
$8: Lk 45 s )
$9: ik

HEFR 3
ATK/3/ATK_ICMP_TRACEROUTE: RcvlfName(1023)=Ethernet0/0/2;

2645 SrclPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
RcvVPNInstance(1041)=--; Action(1049)=logging; BeginTime_c(1011)=20131011074913;
EndTime_c(1012)=20131011075413; AtkTimes(1050)=2.

HE5ER HEREIFRITE, ICMPEEY11 HAU 0o c g 1, REFMAkHE

ALFR IS 7

ATK_ICMP_TRACEROUTE_RAW

RevlfName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDR];

HEARZRE DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: NEOAFR
$2: JFIPHuYE
) $3: DS-Lite Tunnelsi itttk
SRR
$4: HIIPHL
$5: VPNA K
$6: FNERA
HEFR 3
ATK/3/ATK_ICMP_TRACEROUTE_RAW: RcvIfName(1023)=Ethernet0/0/2;
2551 SrcIPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
RcvVPNInstance(1041)=--; Action(1049)=logging.
— ASRAIFXIFR . ICMPHRA1L HARES OIS B Rk s S H AT,
“ FANCMPEEL 11 HARIS ORI SC ik — AN H &
IR &
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7.57 ATK_ICMP_TRACEROUTE_RAW _SZ

7.58

SrcZoneName(1025)=[STRING]; SrcIPAddr(1003)=[IPADDRY];

HEARZRE DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: ANIRAHK
$2: YRIPHLLE
$3: DS-Lite TunnelX i ith it
SRR
$4: HEIPHIE
$5: VPN&FK
$6: FNERTY
BAEFR 3
ATK/3/ATK_ICMP_TRACEROUTE_RAW_SZ: SrcZoneName(1025)=Trust;
2451 SrclPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
RcvVPNInstance(1041)=--; Action(1049)=logging.
S ASEATFRIFRH, ICMPRALALLFLATLAORI S B AR A s SR ATF XM,
* MCMPZEAY 11 HARES A0 MR S il &k — A H &
IR 5

ATK_ICMP_TRACEROUTE_SZ

SrcZoneName(1025)=[STRING]; SrcIPAddr(1003)=[IPADDR];
DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

SRR

$1: ALK

$2: JFIPHLLE

$3: DS-Lite Tunneld stk
$4: HIWIPHi:

$5: VPNAHK

$6: BhERMY

$7: B ITURI IF]

$8: Jrili 45 SR ]

$9: M ix#

HEFR

3

241

ATK/3/ATK_ICMP_TRACEROUTE_SZ: SrcZoneName(1025)=Trust;
SrclPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
RcvVPNInstance(1041)=--; Action(1049)=logging; BeginTime_c(1011)=20131011074913;
EndTime_c(1012)=20131011075413; AtkTimes(1050)=2.

FiAA

HEREGIFRITE, ICMPEA 11 HAUE MO8l 1, RE Rk H &

S(SLEEM

x
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7.59 ATK_ICMP_TSTAMP_REQ

HEAR

)

lcmpType(1058)=[UINT32]; RcvifName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDRY];
DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

$1: ICMP2HY

$2: NEALWK

$3: JFIPHubE

$4: DS-Lite Tunnel i ith it
$5: HHJIPHE

$6: VPNAFK

$7: BhYERTY

$8: L JT 4RI [H]

$9: il 45 SR ]

$10: b k#

HEFR

5

241

ATK/5/ATK_ICMP_TSTAMP_REQ: IcmpType(1058)=13;
RcvIfName(1023)=Ethernet0/0/2; SrcIPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--;
DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--; Action(1049)=logging;
BeginTime_c(1011)=20131011091319; EndTime_c(1012)=20131011091819;
AtkTimes(1050)=2.

FiA

HEREGIFRITE, ICMPR RIS K I CCE o Id 1, RE Al H &

S(SEEM

x
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7.60 ATK_ICMP_TSTAMP_REQ RAW

lcmpType(1058)=[UINT32]; RcvifName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDRY];
HERE DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDRY];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].

$1: ICMP3AY

$2: N4

$3: JFIPHLYE

SRR $4: DS-Lite Tunnels ik
$5: HIWIPHi:

$6: VPN K

$7: BhIERA

HEZFR 5

ATK/5/ATK_ICMP_TSTAMP_REQ_RAW: IcmpType(1058)=13;
£ 31 RcvlfName(1023)=Ethernet0/0/2; SrcIPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--;
DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--; Action(1049)=logging.

HEREITRITH, ICMPI RIERIE K hoc s ik H & HERSIFRKH, HAICMP

..
B BRI R — A H
shmiiy %

7.61 ATK_ICMP_TSTAMP_REQ RAW_SZ

lcmpType(1058)=[UINT32]; SrcZoneName(1025)=[STRING]; SrcIPAddr(1003)=[IPADDR];
HEAZR DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].

$1: ICMPE%H!

$2: NIHLFR

$3: JHIPHLIE

SHRR $4: DS-Lite Tunnelsit itk
$5: HIIPHhL

$6: VPNA K

$7: FERT

HEZER 5

ATK/5/ATK_ICMP_TSTAMP_REQ_RAW_SZ: IcmpType(1058)=13;
245 SrcZoneName(1025)=Trust; SrcIPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--;
DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--; Action(1049)=logging.

HEREIFRITE, ICMPI (R BGER IR CCE R H & HEREIFRKM, MICMP

e
R IR R ISR — A &
AT %
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7.62 ATK_ICMP_TSTAMP REQ SZ

HEAR

)

lcmpType(1058)=[UINT32]; SrcZoneName(1025)=[STRING]; SrcIPAddr(1003)=[IPADDRY];
DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

$1: ICMP2HY

$2: NIEHZFR

$3: JFIPHubE

$4: DS-Lite Tunnel i ith it
$5: HHJIPHE

$6: VPNAFK

$7: BhYERTY

$8: L JT 4RI [H]

$9: il 45 SR ]

$10: b k#

HEFR

5

241

ATK/5/ATK_ICMP_TSTAMP_REQ_SZ: IcmpType(1058)=13; SrcZoneName(1025)=Trust;
SrclPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
RcvVPNInstance(1041)=--; Action(1049)=logging; BeginTime_c(1011)=20131011091319;
EndTime_c(1012)=20131011091819; AtkTimes(1050)=2.

FiA

HEREGIFRITH, ICMPR [EBRAE K I CCE o IE 1, RE Al H &

S(SEEE M

x
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7.63 ATK_ICMP_TSTAMP_RPL

lcmpType(1058)=[UINT32]; RcvIfName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDRY];
DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];

== PN
H&R& RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].
$1: ICMPJHY
$2: NFEOAFR
$3: JFIPHLYE
$4: DS-Lite Tunneld i ith it
. $5: HHJIPHE
SHIRRE
$6: VPNAFK
$7: BhERTY
$8: LT 4RI IH]
$9: Ky b Ut [E]
$10: ik %
HEFR 5
ATK/5/ATK_ICMP_TSTAMP_RPL: IcmpType(1058)=14;
RcvIfName(1023)=Ethernet0/0/2; SrcIPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--;
25 DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--; Action(1049)=logging;
BeginTime_c(1011)=20131011091319; EndTime_c(1012)=20131011091819;
AtkTimes(1050)=2.
AR HERATFXTFR, ICMPRE RN MOS0, B4 R AR H &
IR x
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7.64 ATK_ICMP_TSTAMP_RPL_RAW

lcmpType(1058)=[UINT32]; RcvifName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDRY];
HERE DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDRY];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].

$1: ICMP3AY

$2: N4

$3: JFIPHLYE

SRR $4: DS-Lite Tunnels ik
$5: HIWIPHi:

$6: VPN K

$7: BhIERA

HEZFR 5

ATK/5/ATK_ICMP_TSTAMP_RPL_RAW: IcmpType(1058)=14;
£ 31 RcvlfName(1023)=Ethernet0/0/2; SrcIPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--;
DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--; Action(1049)=logging.

HEREITRITH, ICMPI RIERR (o Wk H & HERSIFRKH, HAICMP

.
SR o e RS 2 R S i — A Fl 2
ERE %

7.65 ATK_ICMP_TSTAMP_RPL_RAW_SZ

lcmpType(1058)=[UINT32]; SrcZoneName(1025)=[STRING]; SrcIPAddr(1003)=[IPADDR];
HEAZR DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].

$1: ICMPE%H!

$2: NIHLFR

$3: JHIPHLIE

SHRR $4: DS-Lite Tunnelsit itk
$5: HIIPHhL

$6: VPNA K

$7: FERT

HEER 5

ATK/5/ATK_ICMP_TSTAMP_RPL_RAW_SZ: IcmpType(1058)=14;
245 SrcZoneName(1025)=Trust; SrcIPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--;
DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--; Action(1049)=logging.

HEREIFRITE, ICMPI (R BN B R CCE Bk H & HEREIFRKH, fMICMP

.
S RS 25 e Sk 2 — A 3
atImiEiY %

87



7.66 ATK_ICMP_TSTAMP_RPL_SZ

lcmpType(1058)=[UINT32]; SrcZoneName(1025)=[STRING]; SrcIPAddr(1003)=[IPADDRY];
AxRE DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDRY];

" RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

)

$1: ICMP2HY

$2: NIEHZFR

$3: JFIPHubE

$4: DS-Lite Tunnel i ith it
$5: HHJIPHE

$6: VPNAFK

$7: BhYERTY

$8: L JT 4RI [H]

$9: il 45 SR ]

$10: b k#

HEZFR 5

ATK/5/ATK_ICMP_TSTAMP_RPL_SZ: IcmpType(1058)=14; SrcZoneName(1025)=Trust;
SrclPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;

Sl RcvVPNInstance(1041)=--; Action(1049)=logging; BeginTime_c(1011)=20131011091319;
EndTime_c(1012)=20131011091819; AtkTimes(1050)=2.
A= ULEA HERSGITRITE, ICMP [EESZ ocsold 1, Rafafk H&
AR x5
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7.67 ATK_ICMP_TYPE

HEAR

)

lcmpType(1058)=[UINT32]; RcvIfName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDRY];
DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

$1: ICMP2HY

$2: NEHALWK

$3: JFIPHhE

$4: DS-Lite Tunneld i ith it
$5: HHJIPHE

$6: VPNA K

$7: BhERTY

$8: LT 4RI IH]

$9: il 45 R[]

$10: Brdikd

HEFR

5

241

ATK/5/ATK_ICMP_TYPE: IcmpType(1058)=38; RcvifName(1023)=Ethernet0/0/2;
SrclPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
RcvVPNInstance(1041)=--; Action(1049)=logging; BeginTime_c(1011)=20131011091319;
EndTime_c(1012)=20131011091819; AtkTimes(1050)=2.

FiA

HEREGIFRITH, ICMPRIT H € SCRE IO oL 1, RE el H &

S(SEEE M

x
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7.68 ATK_ICMP_TYPE_RAW

lcmpType(1058)=[UINT32]; RcvifName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDRY];
HERE DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDRY];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].

$1: ICMP3AY

$2: N4

$3: JFIPHLYE

SRR $4: DS-Lite Tunnels ik
$5: HIWIPHi:

$6: VPN K

$7: BhIERA

HEZFR 5

ATK/5/ATK_ICMP_TYPE_RAW: IcmpType(1058)=38; RcvlifName(1023)=Ethernet0/0/2;
£ 31 SrcIPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
RcvVPNInstance(1041)=--; Action(1049)=logging.

HEREIFRITE, ICMPHT A% SCEBRRCCE Btk H &, HERBIFRKA, 4

.
SR ICMPH 2 15 SR S0 — A~ F 26
LI Ps

7.69 ATK_ICMP_TYPE_RAW_SZ

lcmpType(1058)=[UINT32]; SrcZoneName(1025)=[STRING]; SrcIPAddr(1003)=[IPADDR];
HEAZR DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].

$1: ICMPE%H!

$2: NIHLFR

$3: JHIPHLIE

SHRR $4: DS-Lite Tunnelsit itk
$5: HIIPHhL

$6: VPNA K

$7: FERT

HEZER 5

ATK/5/ATK_ICMP_TYPE_RAW_SZ: IcmpType(1058)=38; SrcZoneName(1025)=Trust;
245 SrcIPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
RcvVPNInstance(1041)=--; Action(1049)=logging.

HEREIFRITE, ICMPRIT A SCEBRRCCE Btk H & HERGITRKH, &4

S ICMP P 5 S ISR — A H
LB %
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7.70 ATK_ICMP_TYPE_SZ

lcmpType(1058)=[UINT32]; SrcZoneName(1025)=[STRING]; SrcIPAddr(1003)=[IPADDRY];
AxRE DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDRY];

" RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

)

$1: ICMP2HY

$2: NIEHZFR

$3: JFIPHubE

$4: DS-Lite Tunnel i ith it
$5: HHJIPHE

$6: VPNAFK

$7: BhYERTY

$8: L JT 4RI [H]

$9: il 45 SR ]

$10: b k#

HEZFR 5

ATK/5/ATK_ICMP_TYPE_SZ: lcmpType(1058)=38; SrcZoneName(1025)=Trust;
SrclPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;

Sl RcvVPNInstance(1041)=--; Action(1049)=logging; BeginTime_c(1011)=20131011091319;
EndTime_c(1012)=20131011091819; AtkTimes(1050)=2.
A= ULEA HERSGITRITE, ICMPH T BE SCERIR o C 81, RE 5k HE
AR x5
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7.71 ATK_ICMP_UNREACHABLE

HEAR

)

lcmpType(1058)=[UINT32]; RcvifName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDRY];
DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

$1: ICMP2HY

$2: NEALWK

$3: JFIPHubE

$4: DS-Lite Tunnel i ith it
$5: HHJIPHE

$6: VPNAFK

$7: BhYERTY

$8: L JT 4RI [H]

$9: il 45 SR ]

$10: b k#

HEFR

5

241

ATK/5/ATK_ICMP_UNREACHABLE: IcmpType(1058)=3;
RcvIfName(1023)=Ethernet0/0/2; SrcIPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--;
DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--; Action(1049)=logging;
BeginTime_c(1011)=20131011091319; EndTime_c(1012)=20131011091819;
AtkTimes(1050)=2.

FiA

HEREGIFRITH, ICMPH AN A CCE o Id 1, RE A il H &

S(SEEM

x
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7.72 ATK_ICMP_UNREACHABLE_RAW

7.73

lcmpType(1058)=[UINT32]; RcvifName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDRY];

HEARZRE DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: ICMPHY
$2: ANBELLFR
$3: JFIPHLYE
SHIRRE $4: DS-Lite Tunnels} st
$5: HIPHE
$6: VPN&FR
$7: ZhERE
BEER 5
ATK/5/ATK_ICMP_UNREACHABLE_RAW: IcmpType(1058)=3;
£ 31 RcvlfName(1023)=Ethernet0/0/2; SrcIPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--;
DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--; Action(1049)=logging.
335 B AEEGHLIRE, ICMPHMA BRI E MR 0% AEREGHIKLH, BMCMP
- H WA R iR — AN H &
ALFRIEIY 7

ATK_ICMP_UNREACHABLE_RAW_SZ

lcmpType(1058)=[UINT32]; SrcZoneName(1025)=[STRING]; SrcIPAddr(1003)=[IPADDR];

HEAZR DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: ICMPZEZ!
$2: NIAHK
$3: YHIPHLLE
SHRR $4: DS-Lite TunnelX bt
$5: HIPHidik
$6: VPNAFK
$7: ZhEHRM
BHEFR 5
ATK/5/ATK_ICMP_UNREACHABLE_RAW_SZ: IcmpType(1058)=3;
245 SrcZoneName(1025)=Trust; SrcIPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--;
DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--; Action(1049)=logging.
— ASRAIFXIFR ., ICMP H R IS RS0 SR ik ASREIFXKH, FMICMP
“ H AN AT i& B SC AR — S H &
ALFRIEIY s
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7.74 ATK_ICMP_UNREACHABLE_SZ

HEAR

)

lcmpType(1058)=[UINT32]; SrcZoneName(1025)=[STRING]; SrcIPAddr(1003)=[IPADDRY];
DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

$1: ICMP2HY

$2: NIEHZFR

$3: JFIPHubE

$4: DS-Lite Tunnel i ith it
$5: HHJIPHE

$6: VPNAFK

$7: BhYERTY

$8: L JT 4RI [H]

$9: il 45 SR ]

$10: b k#

HEFR

5

241

ATK/5/ATK_ICMP_UNREACHABLE_SZ: IcmpType(1058)=3;
SrcZoneName(1025)=Trust; SrcIPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--;
DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--; Action(1049)=logging;
BeginTime_c(1011)=20131011091319; EndTime_c(1012)=20131011091819;
AtkTimes(1050)=2.

FiA

HEREGIFRITH, ICMPH AN A CCE o Id 1, RE A il H &

S(SEEM

x
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7.75 ATK_ICMPV6_DEST_UNREACH

7.76

HEAR

)

lcmpv6Type(1059)=[UINT32]; RcvifName(1023)=[STRING];
SrclPv6Addr(1036)=[IPADDR]; DstIPv6Addr(1037)=[IPADDRY;
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

SRR

$1: ICMPV635H!
$2: ANFEHALK
$3: JFIPvEHLtL
$4: HRyIPvehil
$5: VPN# R
$6: #HfEAHRAY
$7: T iR [a]
$8: M 4h R[]
$9: Ik

BEFER

5

241

ATK/5/ATK_ICMPV6_DEST_UNREACH: Icmpv6Type(1059)=133;
RcvIfName(1023)=Ethernet0/0/2; SrcIPv6Addr(1036)=5600::12;
DstIPv6Addr(1037)=1200:0:3400:0:5600:0:7800:0; RcvVPNInstance(1041)=--;
Action(1049)=logging; BeginTime_c(1011)=20131011100935;
EndTime_c(1012)=20131011101435; AtkTimes(1050)=2.

BEULER

HEREGITRITH, ICMPV6 H KA ARk 1, e Ek HE

ALTREZIY

x

ATK_ICMPV6_DEST UNREACH_RAW

lcmpv6Type(1059)=[UINT32]; RcvifName(1023)=[STRING];

HEARZRE SrclPv6Addr(1036)=[IPADDR]; DstIPv6Addr(1037)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: ICMPV62:%!
$2: NEZHALK

. $3: JHIPveH L

SHIRRE
$4: HEIPve L
$5: VPNAFR
$6: FEHRT

HEFR 5
ATK/5/ATK_ICMPV6_DEST_UNREACH_RAW: Icmpv6Type(1059)=133;

2645 RcvIfName(1023)=Ethernet0/0/2; SrcIPv6Addr(1036)=5600::12;
DstIPv6Addr(1037)=1200:0:3400:0:5600:0:7800:0; RcvVPNInstance(1041)=--;
Action(1049)=logging.

B HEREIFRITE, ICMPVe H A IIARRCH Wik HE: HERESIFRKE, 4

~ ICMPV6 H HIANATIE IR S A — A H &

ALFRIEIY s
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7.77 ATK_ICMPV6_DEST _UNREACH_RAW_SZ

lcmpv6Type(1059)=[UINT32]; SrcZoneName(1025)=[STRING];
HEARZRE SrclPv6Addr(1036)=[IPADDR]; DstIPv6Addr(1037)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: ICMPV62:%!
$2: NBAFR
SH IR $3: JFIPvEHLtL
ZEEE $4: HfIPv6HiL:
$5: VPNAHK
$6: FEHRA
HEFR 5
ATK/5/ATK_ICMPV6_DEST_UNREACH_RAW_SZ: Icmpv6Type(1059)=133;
2645 SrcZoneName(1025)=Trust; SrcIPv6Addr(1036)=5600::12;
DstIPv6Addr(1037)=1200:0:3400:0:5600:0:7800:0; RcvVPNInstance(1041)=--;
Action(1049)=logging.
335 B HEREIFRITE, ICMPVe H A IIARRCH Wik HE: HERESIFRKM, 84
-~ ICMPV6 H AN AL RS fi ok — 4~ H &
IR &

7.78 ATK_ICMPV6_DEST_UNREACH_SZ

lcmpv6Type(1059)=[UINT32]; SrcZoneName(1025)=[STRING];
SrclPv6Addr(1036)=[IPADDR]; DstIPv6Addr(1037)=[IPADDRY];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

$1: ICMPv67
$2: NI
$3: JHIPveHbhE
$4: HJIPveihlk
SYRIERE $5: VPN# i
$6: BEARLY
$7: KEEIFaam A
$8: M 4h s )
$9: Brik#

HEZFR 5

ATK/5/ATK_ICMPV6_DEST_UNREACH_SZ: Icmpv6Type(1059)=133;
SrcZoneName(1025)=Trust; SrcIPv6Addr(1036)=5600::12;

2551 DstIPv6Addr(1037)=1200:0:3400:0:5600:0:7800:0; RcvVPNInstance(1041)=--;
Action(1049)=logging; BeginTime_c(1011)=20131011100935;
EndTime_c(1012)=20131011101435; AtkTimes(1050)=2.

SRR HEREGIFRITE, ICMPV6 H A RERRSCEGE L, Jaa Ak H &
S(SLEEM 7
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7.79 ATK_ICMPV6_ECHO REQ

7.80

HEAR

)

lcmpv6Type(1059)=[UINT32]; RcvifName(1023)=[STRING];
SrclPv6Addr(1036)=[IPADDR]; DstIPv6Addr(1037)=[IPADDRY;
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

SRR

$1: ICMPV635H!
$2: ANFEHALK
$3: JFIPvEHLtL
$4: HRyIPvehil
$5: VPN# R
$6: #HfEAHRAY
$7: T iR [a]
$8: M 4h R[]
$9: Ik

BEFER

5

241

ATK/5/ATK_ICMPV6_ECHO_REQ: Icmpv6Type(1059)=128;
RcvIfName(1023)=Ethernet0/0/2; SrcIPv6Addr(1036)=5600::12;
DstIPv6Addr(1037)=1200:0:3400:0:5600:0:7800:0; RcvVPNInstance(1041)=--;
Action(1049)=logging; BeginTime_c(1011)=20131011100935;
EndTime_c(1012)=20131011101435; AtkTimes(1050)=2.

BEULER

HEREGITRITH, ICMPV6IE K LR i S CEui T 1, RE Ak HE

ALTREZIY

x

ATK_ICMPV6_ECHO REQ RAW

lcmpv6Type(1059)=[UINT32]; RcvifName(1023)=[STRING];

HEARZRE SrclPv6Addr(1036)=[IPADDR]; DstIPv6Addr(1037)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: ICMPv63:H
$2: NEZHALK

. $3: JHIPveH L

SHIRRE
$4: HEIPve L
$5: VPNAFR
$6: FEHRT

HEFR 5
ATK/5/ATK_ICMPV6_ECHO_REQ_RAW: Icmpv6Type(1059)=128;

2645 RcvIfName(1023)=Ethernet0/0/2; SrcIPv6Addr(1036)=5600::12;
DstIPv6Addr(1037)=1200:0:3400:0:5600:0:7800:0; RcvVPNInstance(1041)=--;
Action(1049)=logging.

B HEREIFRITE, ICMPVeiIEK IR MR CH ik HE: HERGITKH, H

~ ICMPV6# K [ & (R S A — A H &

ALFRIEIY s
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7.81 ATK_ICMPV6_ECHO REQ RAW _SZ

7.82

lcmpv6Type(1059)=[UINT32]; SrcZoneName(1025)=[STRING];

HEARZRE SrclPv6Addr(1036)=[IPADDR]; DstIPv6Addr(1037)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: ICMPv63:H
$2: NBAFR

SH IR $3: JFIPvEHLtL

i $4: F0IPVelisit
$5: VPN K
$6: FEHRA

HEFR 5
ATK/5/ATK_ICMPV6_ECHO_REQ_RAW_SZ: Icmpv6Type(1059)=128;

2645 SrcZoneName(1025)=Trust; SrcIPv6Addr(1036)=5600::12;
DstIPv6Addr(1037)=1200:0:3400:0:5600:0:7800:0; RcvVPNInstance(1041)=--;
Action(1049)=logging.

335 B HEREIFRITE, ICMPV6iEKIELZ MR Wk HE: HERGITKH, H4
-~ ICMPV61# 3K [ & (4 SCfid R — A~ H &
IR &

ATK_ICMPV6_ECHO REQ _SZ

lcmpv6Type(1059)=[UINT32]; SrcZoneName(1025)=[STRING];
SrclPv6Addr(1036)=[IPADDRY]; DstIPv6Addr(1037)=[IPADDR];

== o

S RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].
$1: ICMPV6Z7Y
$2: NIAH
$3: JFIPvEHLbL
$4: HI¥IPveRlhk

YRR $5: VPN# R
$6: ZHIERA
$7: TR [E]
$8: Ik 4[]
$9: Ty iAL

HEFR 5
ATK/5/ATK_ICMPV6_ECHO_REQ_SZ: Icmpv6Type(1059)=128;
SrcZoneName(1025)=Trust; SrcIPv6Addr(1036)=5600::12;

2551 DstIPv6Addr(1037)=1200:0:3400:0:5600:0:7800:0; RcvVPNInstance(1041)=--;
Action(1049)=logging; BeginTime_c(1011)=20131011100935;
EndTime_c(1012)=20131011101435; AtkTimes(1050)=2.

A HERATFXTFH, ICMPVE R IE A SCHRIL L, R ik F ik

IR x5
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7.83 ATK_ICMPV6_ECHO RPL

7.84

HEAR

)

lcmpv6Type(1059)=[UINT32]; RcvifName(1023)=[STRING];
SrclPv6Addr(1036)=[IPADDR]; DstIPv6Addr(1037)=[IPADDRY;
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

SRR

$1: ICMPV635H!
$2: ANFEHALK
$3: JFIPvEHLtL
$4: HRyIPvehil
$5: VPN# R
$6: #HfEAHRAY
$7: T iR [a]
$8: M 4h R[]
$9: Ik

BEFER

5

241

ATK/5/ATK_ICMPV6_ECHO_RPL: Icmpv6Type(1059)=129;
RcvIfName(1023)=Ethernet0/0/2; SrcIPv6Addr(1036)=5600::12;
DstIPv6Addr(1037)=1200:0:3400:0:5600:0:7800:0; RcvVPNInstance(1041)=--;
Action(1049)=logging; BeginTime_c(1011)=20131011100935;
EndTime_c(1012)=20131011101435; AtkTimes(1050)=2.

BEULER

HEREGITRITH, ICMPV6RLE & i SCEu L 1, RE Ak HE

ALTREZIY

x

ATK_ICMPV6_ECHO RPL_RAW

lcmpv6Type(1059)=[UINT32]; RcvifName(1023)=[STRING];

HEARZRE SrclPv6Addr(1036)=[IPADDR]; DstIPv6Addr(1037)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: ICMPv63:H
$2: NEZHALK

. $3: JHIPveH L

SHIRRE
$4: HEIPve L
$5: VPNAFR
$6: FEHRT

HEFR 5
ATK/5/ATK_ICMPV6_ECHO_RPL_RAW: Icmpv6Type(1059)=129;

2645 RcvIfName(1023)=Ethernet0/0/2; SrcIPv6Addr(1036)=5600::12;
DstIPv6Addr(1037)=1200:0:3400:0:5600:0:7800:0; RcvVPNInstance(1041)=--;
Action(1049)=logging.

B HEREIFRITE, ICMPVeRLE R Mo ik HE: HERGITKA, H

~ ICMPV6[a] & B 25 (R S A A — A H &

ALFRIEIY s
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7.85 ATK_ICMPV6_ECHO RPL_RAW _SZ

7.86

lcmpv6Type(1059)=[UINT32]; SrcZoneName(1025)=[STRING];

HEARZRE SrclPv6Addr(1036)=[IPADDR]; DstIPv6Addr(1037)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: ICMPv63:H
$2: NBAFR

. $3: JFIPvEHLtL

SRR
$4: HEIPv6 L
$5: VPN K
$6: FEHRA

HEFR 5
ATK/5/ATK_ICMPV6_ECHO_RPL_RAW_SZ: Icmpv6Type(1059)=129;

2645 SrcZoneName(1025)=Trust; SrcIPv6Addr(1036)=5600::12;
DstIPv6Addr(1037)=1200:0:3400:0:5600:0:7800:0; RcvVPNInstance(1041)=--;
Action(1049)=logging.

335 B HEREIFRITE, ICMPVeRLE R Mo E ik H & HERGITKH, H4
-~ ICMPV6 [n] {2 B 25 4 SCfid & — AN H &
IR &

ATK_ICMPV6_ECHO RPL_SZ

lcmpv6Type(1059)=[UINT32]; SrcZoneName(1025)=[STRING];
SrclPv6Addr(1036)=[IPADDRY]; DstIPv6Addr(1037)=[IPADDR];

== o

S RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].
$1: ICMPV6Z7Y
$2: NIAH
$3: JFIPvEHLbL
$4: HI¥IPveRlhk

YRR $5: VPN# R
$6: ZHIERA
$7: TR [E]
$8: Ik 4[]
$9: Ty iAL

HEFR 5
ATK/5/ATK_ICMPV6_ECHO_RPL_SZ: Icmpv6Type(1059)=129;
SrcZoneName(1025)=Trust; SrcIPv6Addr(1036)=5600::12;

2551 DstIPv6Addr(1037)=1200:0:3400:0:5600:0:7800:0; RcvVPNInstance(1041)=--;
Action(1049)=logging; BeginTime_c(1011)=20131011100935;
EndTime_c(1012)=20131011101435; AtkTimes(1050)=2.

A HERATFXTFR . ICMPVGI GRS IR SCHRIE 1, A ik F ik

IR x5
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7.87 ATK_ICMPV6_FLOOD

RevlfName(1023)=[STRING]; DstIPv6Addr(1037)=[IPADDR]; DstPort(1008)=[UINT16];

HEARZRE RcvVPNInstance(1041)=[STRING]; UpperLimit(1048)=[UINT32]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING].
$1: NEOLFRR
$2: HHJIPvehhlk
$3: Hi¥i -
SHIRRE $4: VPN&HK
$5: R IR
$6: FEFRA
$7: BEITHRI A
HEFR 3
ATK/3/ATK_ICMPV6_FLOOD: RcvlfName(1023)=Ethernet0/0/2;
£ 31 DstIPv6Addr(1007)=2002::2; DstPort(1008)=22; RcvVPNInstance(1041)=--;
UpperLimit(1048)=10; Action(1049)=logging; BeginTime_c(1011)=20131009093351.
HERA LTI R PR B B R ERICMPVeRSC G BIME, filk B &
IR &

7.88 ATK_ICMPV6_FLOOD SZ

SrcZoneName(1025)=[STRING]; DstIPv6Addr(1037)=[IPADDR]; DstPort(1008)=[UINT16];

HEARZRE RcvVPNInstance(1041)=[STRING]; UpperLimit(1048)=[UINT32]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING].
$1: ANIRAHK
$2: HIWIPv6HilL:
$3: HwH
SHER $4: VPN4FK
$5: & IR
$6: FhfERE
$7: T T AR (A
HEFR 3
ATK/3/ATK_ICMPV6_FLOOD_SZ: SrcZoneName(1025)=Trust;
245 DstIPv6Addr(1007)=2002::2; DstPort(1008)=22; RcvVPNInstance(1041)=--;
UpperLimit(1048)=10; Action(1049)=logging; BeginTime_c(1011)=20131009093351.
H&iEA PR ] P H R ICMPVeIRSCEGE T e, ik H &
ALFR IS 7
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7.89 ATK_ICMPV6_GROUPQUERY

7.90

W]
]

HEAR

lcmpv6Type(1059)=[UINT32]; RcvifName(1023)=[STRING];
SrclPv6Addr(1036)=[IPADDR]; DstIPv6Addr(1037)=[IPADDRY;
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

SRR

$1: ICMPV635H!
$2: ANFEHALK
$3: JFIPvEHLtL
$4: HRyIPvehil
$5: VPN# R
$6: #HfEAHRAY
$7: T iR [a]
$8: M 4h R[]
$9: Ik

BEFER

5

241

ATK/5/ATK_ICMPV6_GROUPQUERY: Icmpv6Type(1059)=130;
RcvIfName(1023)=Ethernet0/0/2; SrcIPv6Addr(1036)=5600::12;
DstIPv6Addr(1037)=1200:0:3400:0:5600:0:7800:0; RcvVPNInstance(1041)=--;
Action(1049)=logging; BeginTime_c(1011)=20131011100935;
EndTime_c(1012)=20131011101435; AtkTimes(1050)=2.

BEULER

HEREITRITE, ICMPVEALRR TN & Bl iioCGEE 1, Re ek H &

ALTREZIY

x

ATK_ICMPV6_GROUPQUERY_RAW

lcmpv6Type(1059)=[UINT32]; RcvifName(1023)=[STRING];

HEARZRE SrclPv6Addr(1036)=[IPADDR]; DstIPv6Addr(1037)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: ICMPV62:%!
$2: NEZHALK
$3: JHIPveH L

SHIRRE
$4: HEIPve L
$5: VPNAFR
$6: FEHRT

HEFR 5
ATK/5/ATK_ICMPV6_GROUPQUERY_RAW: Icmpv6Type(1059)=130;

2645 RcvIfName(1023)=Ethernet0/0/2; SrcIPv6Addr(1036)=5600::12;
DstIPv6Addr(1037)=1200:0:3400:0:5600:0:7800:0; RcvVPNInstance(1041)=--;
Action(1049)=logging.

B HEREIFRITE, ICMPVEALIEMINT & A Bk HE: HERSITKE, &

* AMCMPVEA R & AW IR Sk — N H &

ALFRIEIY s
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7.91 ATK_ICMPV6_GROUPQUERY_ RAW _SZ

7.92

lcmpv6Type(1059)=[UINT32]; SrcZoneName(1025)=[STRING];

HEARZRE SrclPv6Addr(1036)=[IPADDR]; DstIPv6Addr(1037)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: ICMPv63:H
$2: NBAFR
SH IR $3: JFIPvEHLtL
ZEEE $4: HfIPv6HiL:
$5: VPNAHK
$6: FEHRA
HEFR 5
ATK/5/ATK_ICMPV6_GROUPQUERY_RAW_SZ: Icmpv6Type(1059)=130;
2645 SrcZoneName(1025)=Trust; SrcIPv6Addr(1036)=5600::12;
DstIPv6Addr(1037)=1200:0:3400:0:5600:0:7800:0; RcvVPNInstance(1041)=--;
Action(1049)=logging.
335 B HEREIFRITE, ICMPVEALIEMINT & AR S Bk HE: HERSITLKA, &
- ANICMPVELE & (T Uiy & A ) 1R SR — A~ H &%
IR &

ATK_ICMPV6_GROUPQUERY_SZ

lcmpv6Type(1059)=[UINT32]; SrcZoneName(1025)=[STRING];
SrclPv6Addr(1036)=[IPADDR]; DstIPv6Addr(1037)=[IPADDRY];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

$1: ICMPv67
$2: NI
$3: JHIPveHbhE
$4: HJIPveihlk
$5: VPN# i
$6: BEARLY
$7: KEEIFaam A
$8: M 4h s )
$9: Brik#

HEFR

5

241

ATK/5/ATK_ICMPV6_GROUPQUERY_SZ: Icmpv6Type(1059)=130;
SrcZoneName(1025)=Trust; SrcIPv6Addr(1036)=5600::12;
DstIPv6Addr(1037)=1200:0:3400:0:5600:0:7800:0; RcvVPNInstance(1041)=--;
Action(1049)=logging; BeginTime_c(1011)=20131011100935;
EndTime_c(1012)=20131011101435; AtkTimes(1050)=2.

FiAA

HEREGIFRITH, ICMPVEAFR T & &l ik Sl id 1, RE Rk H &

S(SLEEM

x
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7.93 ATK_ICMPV6_GROUPREDUCTION

lcmpv6Type(1059)=[UINT32]; RcvifName(1023)=[STRING];
SrclPv6Addr(1036)=[IPADDR]; DstIPv6Addr(1037)=[IPADDRY;
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

HEAR

)

$1: ICMPV635H!
$2: NEIOLFR
$3: JHIPveHiLLE
$4: HRyIPvehil
SYRIERE $5: VPN R
$6: #HIEHRAY
$7: T iR [a]
$8: Wk 45 R[]
$9: Wrdiik#

HHFR 5

ATK/5/ATK_ICMPV6_GROUPREDUCTION: Icmpv6Type(1059)=132;
RcvIfName(1023)=Ethernet0/0/2; SrcIPv6Addr(1036)=5600::12;

2451 DstIPv6Addr(1037)=1200:0:3400:0:5600:0:7800:0; RcvVPNInstance(1041)=--;
Action(1049)=logging; BeginTime_c(1011)=20131011100935;
EndTime_c(1012)=20131011101435; AtkTimes(1050)=2.

H&15 A HEREIFRITE, ICMPVEALIETT % Done i AUl L, REFMAHE
ALTREZIY 7

7.94 ATK_ICMPV6_GROUPREDUCTION_RAW

lcmpv6Type(1059)=[UINT32]; RcvifName(1023)=[STRING];
HEARZRE SrclPv6Addr(1036)=[IPADDR]; DstIPv6Addr(1037)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: ICMPV62:%!
$2: NEZHALK
. $3: JHIPveH L
SHIRRE
$4: HEIPve L
$5: VPNAFR
$6: FEHRT
HEFR 5
ATK/5/ATK_ICMPV6_GROUPREDUCTION_RAW: Icmpv6Type(1059)=132;
2645 RcvIfName(1023)=Ethernet0/0/2; SrcIPv6Addr(1036)=5600::12;
DstIPv6Addr(1037)=1200:0:3400:0:5600:0:7800:0; RcvVPNInstance(1041)=--;
Action(1049)=logging.
B iHAR HEREIRIFTE, ICMPVEAIENITE Done Ik L Bk B BEREI XXM, &
* ANICMPV6EL 3E iU # DoneffI#R Sl &k — AN H &
ALFRIEIY s
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7.95 ATK_ICMPV6_GROUPREDUCTION_RAW_SZ

7.96

lcmpv6Type(1059)=[UINT32]; SrcZoneName(1025)=[STRING];

HEARZRE SrclPv6Addr(1036)=[IPADDR]; DstIPv6Addr(1037)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: ICMPv63:H
$2: NBAFR
SH IR $3: JFIPvEHLtL
i $4: F0IPVelisit
$5: VPN K
$6: FEHRA
HEFR 5
ATK/5/ATK_ICMPV6_GROUPREDUCTION_RAW_SZ: Icmpv6Type(1059)=132;
2645 SrcZoneName(1025)=Trust; SrcIPv6Addr(1036)=5600::12;
DstIPv6Addr(1037)=1200:0:3400:0:5600:0:7800:0; RcvVPNInstance(1041)=--;
Action(1049)=logging.
AR HEREIRIFE, ICMPVEAIENITE Done FIk L Bk B BERAEI XXM, &
“ MCMPV64L 4% il 7 % Done Il S fil & — AN H 7%
IR &

ATK_ICMPV6_GROUPREDUCTION_SZ

lcmpv6Type(1059)=[UINT32]; SrcZoneName(1025)=[STRING];

SrclPv6Addr(1036)=[IPADDR]; DstIPv6Addr(1037)=[IPADDRY];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

$1:
$2:
$3:
$4:
$5:
$6:
$7:
$8:
$9:

ICMPV627Y
NI AR
JRIPv6 i

H fi1Pvest il
VPN# R
EIEFRRY
Brdi 4 )
Yy 45 R[]

HEFR

5

241

ATK/5/ATK_ICMPV6_GROUPREDUCTION_SZ: lcmpv6Type(1059)=132;
SrcZoneName(1025)=Trust; SrcIPv6Addr(1036)=5600::12;

DstIPv6Addr(1037)=1200:0:3400:0:5600:0:7800:0; RcvVPNInstance(1041)

Action(1049)=logging; BeginTime_c(1011)=20131011100935;
EndTime_c(1012)=20131011101435; AtkTimes(1050)=2.

FiAA

HERS

FRIFR, ICMPVEZH AT & Done k SC 8t 1, RE&Efidk H &

S(SLEEM

x
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7.97 ATK_ICMPV6_GROUPREPORT

7.98

W]
]

HEAR

lcmpv6Type(1059)=[UINT32]; RcvifName(1023)=[STRING];
SrclPv6Addr(1036)=[IPADDR]; DstIPv6Addr(1037)=[IPADDRY;
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

SRR

$1: ICMPV635H!
$2: ANFEHALK
$3: JFIPvEHLtL
$4: HRyIPvehil
$5: VPN# R
$6: #HfEAHRAY
$7: T iR [a]
$8: M 4h R[]
$9: Ik

BEFER

5

241

ATK/5/ATK_ICMPV6_GROUPREPORT: Icmpv6Type(1059)=131,
RcvIfName(1023)=Ethernet0/0/2; SrclPv6Addr(1036)=5600::12;
DstIPv6Addr(1037)=1200:0:3400:0:5600:0:7800:0; RcvVPNInstance(1041)=--;
Action(1049)=logging; BeginTime_c(1011)=20131011100935;
EndTime_c(1012)=20131011101435; AtkTimes(1050)=2.

BEULER

HEREITRITE, ICMPVEALRR TN & i i oGt 1, Re ek H &

ALTREZIY

x

ATK_ICMPV6_GROUPREPORT_RAW

lcmpv6Type(1059)=[UINT32]; RcvifName(1023)=[STRING];

HEARZRE SrclPv6Addr(1036)=[IPADDR]; DstIPv6Addr(1037)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: ICMPv63:H
$2: NEZHALK

. $3: JHIPveH L

SHIRRE
$4: HEIPve L
$5: VPNAFR
$6: FEHRT

HEFR 5
ATK/5/ATK_ICMPV6_GROUPREPORT_RAW: Icmpv6Type(1059)=131;

2645 RcvIfName(1023)=Ethernet0/0/2; SrcIPv6Addr(1036)=5600::12;
DstIPv6Addr(1037)=1200:0:3400:0:5600:0:7800:0; RcvVPNInstance(1041)=--;
Action(1049)=logging.

B HEREGIFRITE, ICMPVEALIRMINT H S Mo H Ak HE: HERSITKA, &

“ ANICMPVOALFE (T #4035 (4R Sk — 4 H &

ALFRIEIY s
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7.99 ATK_ICMPV6_GROUPREPORT RAW_SZ

lcmpv6Type(1059)=[UINT32]; SrcZoneName(1025)=[STRING];

HEARZRE SrclPv6Addr(1036)=[IPADDR]; DstIPv6Addr(1037)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: ICMPv63:H
$2: NBAFR
SH IR $3: JFIPvEHLtL
ZEEE $4: HfIPv6HiL:
$5: VPNAHK
$6: FEHRA
HEFR 5
ATK/5/ATK_ICMPV6_GROUPREPORT_RAW_SZ: Icmpv6Type(1059)=131,
2645 SrcZoneName(1025)=Trust; SrcIPv6Addr(1036)=5600::12;
DstIPv6Addr(1037)=1200:0:3400:0:5600:0:7800:0; RcvVPNInstance(1041)=--;
Action(1049)=logging.
335 B HEREIFRITE, ICMPVEALIEMINT H &GRS CH Bk HE: HERGITLKA, &
“ AMCMPVE AL 4 5 f R SOk — M H &
IR &

7.100 ATK_ICMPV6_GROUPREPORT_SZ

lcmpv6Type(1059)=[UINT32]; SrcZoneName(1025)=[STRING];
SrclPv6Addr(1036)=[IPADDR]; DstIPv6Addr(1037)=[IPADDRY];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

$1: ICMPv67
$2: NI
$3: JHIPveHbhE
$4: HJIPveihlk
$5: VPN# i
$6: BEARLY
$7: KEEIFaam A
$8: M 4h s )
$9: Brik#

HEFR

5

241

ATK/5/ATK_ICMPV6_GROUPREPORT_SZ: lcmpv6Type(1059)=131;
SrcZoneName(1025)=Trust; SrcIPv6Addr(1036)=5600::12;
DstIPv6Addr(1037)=1200:0:3400:0:5600:0:7800:0; RcvVPNInstance(1041)=--;
Action(1049)=logging; BeginTime_c(1011)=20131011100935;
EndTime_c(1012)=20131011101435; AtkTimes(1050)=2.

FiAA

HEREIFRITE, ICMPVEALRR TN # i & ICCHGEIE 1, R&JahtA H &

S(SLEEM

x
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7.101 ATK_ICMPV6_LARGE

RevIfName(1023)=[STRING]; SrcIPv6Addr(1036)=[IPADDR];
HERE DstIPv6Addr(1037)=[IPADDR]; RcvVPNInstance(1041)=[STRING];

" Action(1049)=[STRING]; BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING];
AtkTimes(1050)=[UINT32].

)

$1: NEOARR
$2: YHIPv6hE
$3: HIWIPv6HihL
$4: VPN
$5: FEFRA
$6: Bt FF o A
$7: Bk 45 s )
$8: Mtk

HEER 3

ATK/3/ATK_ICMPV6_LARGE: RcvIfName(1023)=Ethernet0/0/2;
SrclPv6Addr(1036)=5600::12; DstIPv6Addr(1037)=1200:0:3400:0:5600:0:7800:0;

Z& 451
Sl RcvVPNInstance(1041)=--; Action(1049)=logging; BeginTime_c(1011)=20131011100935;
EndTime_c(1012)=20131011101435; AtkTimes(1050)=2.
FiA HEREIFRITE, ICMPVeE KIS, RE Ak H &
ALFR IS 7

7.102 ATK_ICMPV6_LARGE_RAW

RcvIfName(1023)=[STRING]; SrclPv6Addr(1036)=[IPADDR];
HEAZR DstlPv6Addr(1037)=[IPADDRY]; RcvVPNInstance(1041)=[STRING];
Action(1049)=[STRING].
$1: ANEMLH
$2: JHIPveHiLLE
SRR $3: HIWIPv6HihL
$4: VPNZ K
$5: ZHIERA
BEFR 3
ATK/3/ATK_ICMPV6_LARGE_RAW: RcvlfName(1023)=Ethernet0/0/2;
245 SrcIPv6Addr(1036)=5600::12; DstIPv6Addr(1037)=1200:0:3400:0:5600:0:7800:0;
RcvVPNInstance(1041)=--; Action(1049)=logging.
i HERGIFRITE, ICMPVEBKISCH Wik H b HEREIFRKH, S#MCMPVEE
“ K Sk —AH &
IR x5
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7.103 ATK_ICMPV6_LARGE_RAW SZ

SrcZoneName(1025)=[STRING]; SrclPv6Addr(1036)=[IPADDR];

HEARZRE DstIPv6Addr(1037)=[IPADDR]; RcvVPNInstance(1041)=[STRING];
Action(1049)=[STRING].
$1: ANIAFK
$2: JHIPveHhhL
SHRR $3: HIPveihhl
$4: VPNA
$5: FEFRA
BAEFR 3
ATK/3/ATK_ICMPV6_LARGE_RAW_SZ: SrcZoneName(1025)=Trust;
2551 SrcIPv6Addr(1036)=5600::12; DstIPv6Addr(1037)=1200:0:3400:0:5600:0:7800:0;
RcvVPNInstance(1041)=--; Action(1049)=logging.
— ASRAIFXIF R, ICMPVORE KA i R F ks PSR ATFXKH, - MICMPV6H
“ K ek — A H &
AR x5

7.104 ATK_ICMPV6_LARGE_SZ

SrcZoneName(1025)=[STRING]; SrclPv6Addr(1036)=[IPADDR];
DstIPv6Addr(1037)=[IPADDRY]; RcvVPNInstance(1041)=[STRING];

== PN

H&R& Action(1049)=[STRING]; BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING];
AtkTimes(1050)=[UINT32].
$1: ANIRAHK
$2: JHIPveHhhL
$3: HHEIIPvEHiL:

N $4: VPN K

SYRIERE o
$5: FhfERE
$6: W 4RI [A]
$7: BEhE RN A
$8: Ik

BEER 3
ATK/3/ATK_ICMPV6_LARGE_SZ: SrcZoneName(1025)=Trust;

45 SrclPv6Addr(1036)=5600::12; DstIPv6Addr(1037)=1200:0:3400:0:5600:0:7800:0;
RcvVPNInstance(1041)=--; Action(1049)=logging; BeginTime_c(1011)=20131011100935;
EndTime_c(1012)=20131011101435; AtkTimes(1050)=2.

A= ULER HERETFRIFE, ICMPVEE KR CHEIE L, REEMAHE

IR x5
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7.105 ATK_ICMPV6_PACKETTOOBIG

HEAR

)

lcmpv6Type(1059)=[UINT32]; RcvifName(1023)=[STRING];
SrclPv6Addr(1036)=[IPADDR]; DstIPv6Addr(1037)=[IPADDRY;
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

SRR

$1: ICMPV635H!
$2: ANFEHALK
$3: JFIPvEHLtL
$4: HRyIPvehil
$5: VPN# R
$6: #HfEAHRAY
$7: T iR [a]
$8: M 4h R[]
$9: Ik

BEFER

5

241

ATK/5/ATK_ICMPV6_PACKETTOOBIG: Icmpv6Type(1059)=136;
RcvIfName(1023)=Ethernet0/0/2; SrcIPv6Addr(1036)=5600::12;
DstIPv6Addr(1037)=1200:0:3400:0:5600:0:7800:0; RcvVPNInstance(1041)=--;
Action(1049)=logging; BeginTime_c(1011)=20131011100935;
EndTime_c(1012)=20131011101435; AtkTimes(1050)=2.

BEULER

HEREGITRITH, ICMPVeHE K i CEui e 1, RE Ak HE

ALTREZIY

x

7.106 ATK_ICMPV6_PACKETTOOBIG_RAW

lcmpv6Type(1059)=[UINT32]; RcvifName(1023)=[STRING];

HEARZRE SrclPv6Addr(1036)=[IPADDR]; DstIPv6Addr(1037)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: ICMPV62:%!
$2: NEZHALK

. $3: JHIPveH L

SHIRRE
$4: HEIPve L
$5: VPNAFR
$6: FEHRT

HEFR 5
ATK/5/ATK_ICMPV6_PACKETTOOBIG_RAW: Icmpv6Type(1059)=136;

2645 RcvIfName(1023)=Ethernet0/0/2; SrcIPv6Addr(1036)=5600::12;
DstIPv6Addr(1037)=1200:0:3400:0:5600:0:7800:0; RcvVPNInstance(1041)=--;
Action(1049)=logging.

B HEREIFITE, ICMPVeRHE KMo CH ik HE: HERSITKH, H1

~ ICMPV6 £ K (R SO A — A H &

ALFRIEIY s
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7.107 ATK_ICMPV6_PACKETTOOBIG_RAW_SZ

lcmpv6Type(1059)=[UINT32]; SrcZoneName(1025)=[STRING];
HEARZRE SrclPv6Addr(1036)=[IPADDR]; DstIPv6Addr(1037)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: ICMPV62:%!
$2: NBAFR
SH IR $3: JFIPvEHLtL
ZEEE $4: HfIPv6HiL:
$5: VPNAHK
$6: FEHRA
HEFR 5
ATK/5/ATK_ICMPV6_PACKETTOOBIG_RAW_SZ: Icmpv6Type(1059)=136;
2645 SrcZoneName(1025)=Trust; SrcIPv6Addr(1036)=5600::12;
DstIPv6Addr(1037)=1200:0:3400:0:5600:0:7800:0; RcvVPNInstance(1041)=--;
Action(1049)=logging.
335 B HERESIFITE, ICMPVeRE KMo Wik HE: HERGITKA, H
~ ICMPVEE K (i SOk — M H &
IR &

7.108 ATK_ICMPV6_PACKETTOOBIG_SZ

lcmpv6Type(1059)=[UINT32]; SrcZoneName(1025)=[STRING];
SrclPv6Addr(1036)=[IPADDR]; DstIPv6Addr(1037)=[IPADDRY];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

$1: ICMPv67
$2: NI
$3: JHIPveHbhE
$4: HJIPveihlk
SYRIERE $5: VPN# i
$6: BEARLY
$7: KEEIFaam A
$8: M 4h s )
$9: Brik#

HEZFR 5

ATK/5/ATK_ICMPV6_PACKETTOOBIG_SZ: Icmpv6Type(1059)=136;
SrcZoneName(1025)=Trust; SrcIPv6Addr(1036)=5600::12;

2551 DstIPv6Addr(1037)=1200:0:3400:0:5600:0:7800:0; RcvVPNInstance(1041)=--;
Action(1049)=logging; BeginTime_c(1011)=20131011100935;
EndTime_c(1012)=20131011101435; AtkTimes(1050)=2.

SRR HEREGIFRITE, ICMPVeRU# K ko C ol Id 1, RE Al H &
S(SLEEM 7
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7.109 ATK_ICMPV6_PARAPROBLEM

HEAR

)

lcmpv6Type(1059)=[UINT32]; RcvifName(1023)=[STRING];
SrclPv6Addr(1036)=[IPADDR]; DstIPv6Addr(1037)=[IPADDRY;
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

SRR

$1: ICMPV635H!
$2: ANFEHALK
$3: JFIPvEHLtL
$4: HRyIPvehil
$5: VPN# R
$6: #HfEAHRAY
$7: T iR [a]
$8: M 4h R[]
$9: Ik

BEFER

5

241

ATK/5/ATK_ICMPV6_PARAPROBLEM: Icmpv6Type(1059)=135;
RcvIfName(1023)=Ethernet0/0/2; SrcIPv6Addr(1036)=5600::12;
DstIPv6Addr(1037)=1200:0:3400:0:5600:0:7800:0; RcvVPNInstance(1041)=--;
Action(1049)=logging; BeginTime_c(1011)=20131011100935;
EndTime_c(1012)=20131011101435; AtkTimes(1050)=2.

BEULER

HEREGITRITH, ICMPVESEn il SCEGi L 1, RE Ak HE

ALTREZIY

x

7.110 ATK_ICMPV6_PARAPROBLEM_RAW

lcmpv6Type(1059)=[UINT32]; RcvifName(1023)=[STRING];

HEARZRE SrclPv6Addr(1036)=[IPADDR]; DstIPv6Addr(1037)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: ICMPv63:H
$2: NEZHALK

. $3: JHIPveH L

SHIRRE
$4: HEIPve L
$5: VPNAFR
$6: FEHRT

HEFR 5
ATK/5/ATK_ICMPV6_PARAPROBLEM_RAW: Icmpv6Type(1059)=135;

2645 RcvIfName(1023)=Ethernet0/0/2; SrcIPv6Addr(1036)=5600::12;
DstIPv6Addr(1037)=1200:0:3400:0:5600:0:7800:0; RcvVPNInstance(1041)=--;
Action(1049)=logging.

B HEREIFRITE, ICMPVeSE Mo CE ik H & HERSITKA, H1

~ ICMPV6Z 4 il i (¥4 SCfid A — A~ H &

ALFRIEIY s
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7.111 ATK_ICMPV6_PARAPROBLEM_RAW_SZ

lcmpv6Type(1059)=[UINT32]; SrcZoneName(1025)=[STRING];
HEARZRE SrclPv6Addr(1036)=[IPADDR]; DstIPv6Addr(1037)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: ICMPV62:%!
$2: NBAFR
SH IR $3: JFIPvEHLtL
i $4: F0IPVelisit
$5: VPNAHK
$6: FEHRA
HEFR 5
ATK/5/ATK_ICMPV6_PARAPROBLEM_RAW_SZ: Icmpv6Type(1059)=135;
2645 SrcZoneName(1025)=Trust; SrcIPv6Addr(1036)=5600::12;
DstIPv6Addr(1037)=1200:0:3400:0:5600:0:7800:0; RcvVPNInstance(1041)=--;
Action(1049)=logging.
335 B HEREGIFRITE, ICMPVeS Mo CE ik HE: HERGITKH, H
~ ICMPV6Z 4 il 8 {4 SCfid A — A H &
IR &

7.112 ATK_ICMPV6_PARAPROBLEM_SZ

lcmpv6Type(1059)=[UINT32]; SrcZoneName(1025)=[STRING];
SrclPv6Addr(1036)=[IPADDR]; DstIPv6Addr(1037)=[IPADDRY];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

$1: ICMPv67
$2: NI
$3: JHIPveHbhE
$4: HJIPveihlk
SYRIERE $5: VPN# i
$6: BEARLY
$7: KEEIFaam A
$8: M 4h s )
$9: Brik#

HEZFR 5

ATK/5/ATK_ICMPV6_PARAPROBLEM_SZ: Icmpv6Type(1059)=135;
SrcZoneName(1025)=Trust; SrcIPv6Addr(1036)=5600::12;

2551 DstIPv6Addr(1037)=1200:0:3400:0:5600:0:7800:0; RcvVPNInstance(1041)=--;
Action(1049)=logging; BeginTime_c(1011)=20131011100935;
EndTime_c(1012)=20131011101435; AtkTimes(1050)=2.

SRR HEREGITRITE, ICMPVEZSHnl ik SCEpIE 1, R G Ja il H &
S(SLEEM 7
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7.113 ATK_ICMPV6_TIMEEXCEED

lcmpv6Type(1059)=[UINT32]; RcvifName(1023)=[STRING];
SrclPv6Addr(1036)=[IPADDR]; DstIPv6Addr(1037)=[IPADDRY;
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

HEAR

)

$1: ICMPV635H!
$2: NEIOLFR
$3: JHIPveHiLLE
$4: HRyIPvehil
SYRIERE $5: VPN R
$6: #HIEHRAY
$7: T iR [a]
$8: Wk 45 R[]
$9: Wrdiik#

HHFR 5

ATK/5/ATK_ICMPV6_TIMEEXCEED: Icmpv6Type(1059)=134;
RcvIfName(1023)=Ethernet0/0/2; SrcIPv6Addr(1036)=5600::12;

2451 DstIPv6Addr(1037)=1200:0:3400:0:5600:0:7800:0; RcvVPNInstance(1041)=--;
Action(1049)=logging; BeginTime_c(1011)=20131011100935;
EndTime_c(1012)=20131011101435; AtkTimes(1050)=2.

BEULER HEREGITRITH, ICMPVEREIN i CHui 1, RE Ak HE
ALTREZIY 7

7.114 ATK_ICMPV6_TIMEEXCEED_RAW

lcmpv6Type(1059)=[UINT32]; RcvifName(1023)=[STRING];

HEARZRE SrclPv6Addr(1036)=[IPADDR]; DstIPv6Addr(1037)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: ICMPV62:%!
$2: NEZHALK

. $3: JHIPveH L

SHIRRE
$4: HEIPve L
$5: VPNAFR
$6: FEHRT

HEFR 5
ATK/5/ATK_ICMPV6_TIMEEXCEED_RAW: Icmpv6Type(1059)=134;

2645 RcvIfName(1023)=Ethernet0/0/2; SrcIPv6Addr(1036)=5600::12;
DstIPv6Addr(1037)=1200:0:3400:0:5600:0:7800:0; RcvVPNInstance(1041)=--;
Action(1049)=logging.

B HEREIFRITE, ICMPVEREIN R CH WAk HE: HEREGIFRKM, B4 ICMPVE

* I RO — A H &

ALFRIEIY s
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7.115 ATK_ICMPV6_TIMEEXCEED RAW_SZ

lcmpv6Type(1059)=[UINT32]; SrcZoneName(1025)=[STRING];

HEARZRE SrclPv6Addr(1036)=[IPADDR]; DstIPv6Addr(1037)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: ICMPv63:H
$2: NHAFR
SH IR $3: JFIPvEHLtL
i $4: F0IPVelisit
$5: VPNAHK
$6: FEHRA
HEFR 5
ATK/5/ATK_ICMPV6_TIMEEXCEED_RAW_SZ: Icmpv6Type(1059)=134;
2451 SrcZoneName(1025)=Trust; SrcIPv6Addr(1036)=5600::12;
DstIPv6Addr(1037)=1200:0:3400:0:5600:0:7800:0; RcvVPNInstance(1041)=--;
Action(1049)=logging.
AR AEEGHIRE, ICMPVeREN Wik CE ik 0 AERESGHRKAH, 84 ICMPV6
“ R RSl — AN H &
IR &

7.116 ATK_ICMPV6_TIMEEXCEED_SZ

lcmpv6Type(1059)=[UINT32]; SrcZoneName(1025)=[STRING];
SrclPv6Addr(1036)=[IPADDRY]; DstIPv6Addr(1037)=[IPADDR];

== o

S RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].
$1: ICMPV6Z7Y
$2: NIAH
$3: JFIPvEHLbL
$4: HI¥IPveRlhk

YRR $5: VPN# R
$6: ZHIERA
$7: TR [E]
$8: Ik 4[]
$9: Ty iAL

HEFR 5
ATK/5/ATK_ICMPV6_TIMEEXCEED_SZ: Icmpv6Type(1059)=134;
SrcZoneName(1025)=Trust; SrcIPv6Addr(1036)=5600::12;

2551 DstIPv6Addr(1037)=1200:0:3400:0:5600:0:7800:0; RcvVPNInstance(1041)=--;
Action(1049)=logging; BeginTime_c(1011)=20131011100935;
EndTime_c(1012)=20131011101435; AtkTimes(1050)=2.

A HAERAFF XIS, ICMPVERI RS HORIL L, RA i H &

IR x5

115



7.117 ATK_ICMPV6_TRACEROUTE

RevIfName(1023)=[STRING]; SrcIPv6Addr(1036)=[IPADDR];
DstIPv6Addr(1037)=[IPADDR]; RcvVPNInstance(1041)=[STRING];

== PN

H&R& Action(1049)=[STRING]; BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING];
AtkTimes(1050)=[UINT32].
$1: AFZOARR
$2: JHIPveHhhL
$3: HI¥IPveil

SRR $4: VPNALFR

s $5: BHIERH
$6: BrdiJTHRIn A
$7: BEhE RN A
$8: rai ik

HEFR 3
ATK/3/ATK_ICMPV6_TRACEROUTE: RcvIfName(1023)=Ethernet0/0/2;

245 SrclPv6Addr(1036)=5600::12; DstIPv6Addr(1037)=1200:0:3400:0:5600:0:7800:0;
RcvVPNInstance(1041)=--; Action(1049)=logging; BeginTime_c(1011)=20131011100935;
EndTime_c(1012)=20131011101435; AtkTimes(1050)=2.

EifER HERETFRIFE, ICMPEACA3MIR CHEIE L, RE/EMAHE

BRI 7
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7.118 ATK_ICMPV6_TRACEROUTE_RAW

RevIfName(1023)=[STRING]; SrclPv6Addr(1036)=[IPADDR];
DstIPv6Addr(1037)=[IPADDRY]; RcvWPNInstance(1041)=[STRING];
Action(1049)=[STRING]; BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING].

SRR

$1: NEOARR
$2: YHIPv6ihE
$3: HIWIPv6HihL
$4: VPN R
$5: FEFRA
$6: W 4RI [A]
$7: Bk 45 o )
$8: Mtk

HEFR

3

241

ATK/3/ATK_ICMPV6_TRACEROUTE_RAW: RcvIfName(1023)=Ethernet0/0/2;
SrclPv6Addr(1036)=5600::12; DstIPv6Addr(1037)=1200:0:3400:0:5600:0:7800:0;
RcvVPNInstance(1041)=--; Action(1049)=logging; BeginTime_c(1011)=20131011100935;
EndTime_c(1012)=20131011101435.

BEULER

HEREGIFRITE, ICMPERIY3IRSCE Wk H & HEREIFRKMA, FFPMICMP
RN A — A H &

S(SEEE M

x

117



7.119 ATK_ICMPV6_TRACEROUTE_RAW _SZ

SrcZoneName(1025)=[STRING]; SrclPv6Addr(1036)=[IPADDR];
HEARZRE DstIPv6Addr(1037)=[IPADDR]; RcvVPNInstance(1041)=[STRING];
Action(1049)=[STRING]; BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING].

$1: N4
$2: YHIPv6ihE
$3: HIWIPv6HihL
$4: VPN R
$5: FEFRA
$6: W 4RI [A]
$7: Bk 45 o )
$8: Mtk

SRR

HEZFR 3

ATK/3/ATK_ICMPV6_TRACEROUTE_RAW_SZ: SrcZoneName(1025)=Trust;

45 SrclPv6Addr(1036)=5600::12; DstIPv6Addr(1037)=1200:0:3400:0:5600:0:7800:0;
RcvVPNInstance(1041)=--; Action(1049)=logging; BeginTime_c(1011)=20131011100935;

EndTime_c(1012)=20131011101435.

HEREGIFRITE, ICMPERIY3IRSCE Wk H & HEREIFRKMA, FFPMICMP

.
H5H TR A H ik

ALFRIEIY x
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7.120 ATK_ICMPV6_TRACEROUTE_SZ

SrcZoneName(1025)=[STRING]; SrclPv6Addr(1036)=[IPADDR];
DstIPv6Addr(1037)=[IPADDRY]; RcvVPNInstance(1041)=[STRING];

== PN

AEME Action(1049)=[STRING]; BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING];
AtkTimes(1050)=[UINT32].
$1: ANIRAHK
$2: JHIPveHhhL
$3: HI¥IPveil

SRR $4: VPNAFR

i $5: BHIERH
$6: Zrii AR (A
$7: Tk G5 R [a]
$8: rai ik

HEFR 3
ATK/3/ATK_ICMPV6_TRACEROUTE_SZ: SrcZoneName(1025)=Trust;

245 SrclPv6Addr(1036)=5600::12; DstIPv6Addr(1037)=1200:0:3400:0:5600:0:7800:0;
RcvVPNInstance(1041)=--; Action(1049)=logging; BeginTime_c(1011)=20131011100935;
EndTime_c(1012)=20131011101435; AtkTimes(1050)=2.

EifER HERETFRIFE, ICMPEACA3MIR CHEIE L, RE/EMAHE

ALFRIEIY 7
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7.121 ATK_ICMPV6_TYPE

HEAR

)

lcmpv6Type(1059)=[UINT32]; RcvifName(1023)=[STRING];
SrclPv6Addr(1036)=[IPADDR]; DstIPv6Addr(1037)=[IPADDRY;
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

$1: ICMPV635H!
$2: ANFEHALK
$3: JFIPvEHLtL
$4: HRyIPvehil
$5: VPN# R
$6: #HfEAHRAY
$7: T iR [a]
$8: M 4h R[]
$9: Ik

5

241

ATK/5/ATK_ICMPV6_TYPE: Icmpv6Type(1059)=38; RcvifName(1023)=Ethernet0/0/2;
SrclPv6Addr(1036)=5600::12; DstIPv6Addr(1037)=1200:0:3400:0:5600:0:7800:0;
RcvVPNInstance(1041)=--; Action(1049)=logging; BeginTime_c(1011)=20131011100935;
EndTime_c(1012)=20131011101435; AtkTimes(1050)=2.

BEULER

HEREIFRITE, ICMPVEH] /™ A SRR IC G 1, Re e H &

ALTREZIY

x

7.122 ATK_ICMPV6_TYPE RAW

lcmpv6Type(1059)=[UINT32]; RcvIfName(1023)=[STRING];

HEARZRE SrclPv6Addr(1036)=[IPADDR]; DstIPv6Addr(1037)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: ICMPV6Z7Y
$2: NEOLRR
$3: JHIPveHhL
$4: H¥IPveihilt
$5: VPNA K
$6: ZhfEFHR

EFER 5
ATK/5/ATK_ICMPV6_TYPE_RAW: Icmpv6Type(1059)=38;

245 RcvIfName(1023)=Ethernet0/0/2; SrcIPv6Addr(1036)=5600::12;
DstIPv6Addr(1037)=1200:0:3400:0:5600:0:7800:0; RcvVPNInstance(1041)=--;
Action(1049)=logging.

B HERSGITRITE, ICMPVEH /" B Rk CE Bk H & HDEREGITRKLH, &

* AMCMPVEH ' B & SR R SR — AN H &

IR &
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7.123 ATK_ICMPV6_TYPE RAW_SZ

lcmpv6Type(1059)=[UINT32]; SrcZoneName(1025)=[STRING];

HEARZRE SrclPv6Addr(1036)=[IPADDR]; DstIPv6Addr(1037)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: ICMPv63:H
$2: NBAFR

SH IR $3: JFIPvEHLtL

ZEEE $4: HfIPv6HiL:
$5: VPNAHK
$6: FEHRA

HEFR 5
ATK/5/ATK_ICMPV6_TYPE_RAW_SZ: Icmpv6Type(1059)=38;

2645 SrcZoneName(1025)=Trust; SrcIPv6Addr(1036)=5600::12;
DstIPv6Addr(1037)=1200:0:3400:0:5600:0:7800:0; RcvVPNInstance(1041)=--;
Action(1049)=logging.

335 B HEREIFRITE, ICMPVeH - g RIS CH Bk HE: HERSITRLKA, &
- AMCMPVBH] P [ 5E SRR ik — M H &
IR &

7.124 ATK_ICMPV6_TYPE_SZ

lcmpv6Type(1059)=[UINT32]; SrcZoneName(1025)=[STRING];
SrclPv6Addr(1036)=[IPADDRY]; DstIPv6Addr(1037)=[IPADDR];

== o
S RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].
$1: ICMPV6Z7Y
$2: NIAH
$3: JFIPvEHLbL
$4: HI¥IPveRlhk
YRR $5: VPN# R
$6: FhERMY
$7: TR [E]
$8: i 4 U [H]
$9: Bk
HEFR 5
ATK/5/ATK_ICMPV6_TYPE_SZ: Ilcmpv6Type(1059)=38; SrcZoneName(1025)=Trust;
45 SrclPv6Addr(1036)=5600::12; DstIPv6Addr(1037)=1200:0:3400:0:5600:0:7800:0;
RcvVPNInstance(1041)=--; Action(1049)=logging; BeginTime_c(1011)=20131011100935;
EndTime_c(1012)=20131011101435; AtkTimes(1050)=2.
A BRETFHIFR, ICMPVBI ™ 15t SR oo, Ha RabR H S
IR &
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7.125 ATK_IP_OPTION

IPOptValue(1057)=[UINT32]; RcvlifName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDR];
DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Protocol(1001)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

HEAR

)

$1: IPIEIE

$2: N4
$3: JFIPHLYE

$4: DS-Lite Tunnelxf sttt
$5: HIPHiik
SRIERE $6: VPN K

$7: WA

$8: ZhfEFA

$9: BT 4Rt A
$10: Hrifi 45 RIS ]
$11: BEHIREL

HEZFR 5

ATK/5/ATK_IP_OPTION: IPOptValue(1057)=38; RcvifName(1023)=Ethernet0/0/2;
SrcIPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
25 RcvVPNInstance(1041)=--; Protocol(1001)=RAWIP; Action(1049)=logging;
BeginTime_c(1011)=20131011063123; EndTime_c(1012)=20131011063623;
AtkTimes(1050)=3.

HE A HERGITRATIF, AP AE PGS L, R Ak HE
ALFR IS 7
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7.126 ATK_IP_OPTION_RAW

IPOptValue(1057)=[UINT32]; RevifName(1023)=[STRING]; SrclPAddr(1003)=[IPADDR];

HEARZRE DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Protocol(1001)=[STRING]; Action(1049)=[STRING].
$1: IPIETIE
$2: NIEOAFR
$3: JFIPHuYE

N $4: DS-Lite Tunnelx sttt

SYRIERE
$5: HIPHiik
$6: VPNHFK
$7: WA
$8: ZhERM

HEFR 5
ATK/5/ATK_IP_OPTION_RAW: IPOptValue(1057)=38; RcvlifName(1023)=Ethernet0/0/2;

25 SrcIPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
RcvVPNInstance(1041)=--; Protocol(1001)=RAWIP; Action(1049)=logging.

— ASRATFXTFR, P 58 SUPEIURSC B AR F s FSRETFXKH, A

* B UPEI R AR — A H &

BRI 7

7.127 ATK_IP_OPTION_RAW_SZ

IPOptValue(1057)=[UINT32]; SrcZoneName(1025)=[STRING];
SrcIPAddr(1003)=[IPADDRY]; DSLiteTunnelPeer(1040)=[STRING];

== PN
H&R& DstIPAddr(1007)=[IPADDR]; RcvVPNInstance(1041)=[STRING];
Protocol(1001)=[STRING]; Action(1049)=[STRING].
$1: IPETE
$2: NI4T
$3: JEHIPHLE
$4: DS-Lite Tunneld i ith it
$5: HIPHiik
$6: VPNHFK
$7: WA
$8: Zh{ERA
BEER 5
ATK/5/ATK_IP_OPTION_RAW_SZ: IPOptValue(1057)=38; SrcZoneName(1025)=Trust;
2551 SrcIPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
RcvVPNInstance(1041)=--; Protocol(1001)=RAWIP; Action(1049)=logging.
B HERSGITRITE, AP EEIPEI R CEEMA HE; HERSITRKE, FMHA
“ H & UPEI R ik — A H &
BRI i
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7.128 ATK_IP_OPTION_SZ

IPOptValue(1057)=[UINT32]; SrcZoneName(1025)=[STRING];
SrcIPAddr(1003)=[IPADDRY]; DSLiteTunnelPeer(1040)=[STRING];

HERZRE DstIPAddr(1007)=[IPADDRY]; RcvVPNInstance(1041)=[STRING];
Protocol(1001)=[STRING]; Action(1049)=[STRING]; BeginTime_c(1011)=[STRING];
EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

$1: IPIETIE

$2: NI4T

$3: JFIPHLYE

$4: DS-Lite Tunnelsf sttt
$5: HIPHhik:
SHRR $6: VPN&FR

$7: WA

$8: BHEARTY

$9: Tyt ah A
$10: a5 et A
$11: BrdiikH

HHFR 5

ATK/5/ATK_IP_OPTION_SZ: IPOptValue(1057)=38; SrcZoneName(1025)=Trust;
SrcIPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
245 RcvVPNInstance(1041)=--; Protocol(1001)=RAWIP; Action(1049)=logging;
BeginTime_c(1011)=20131011063123; EndTime_c(1012)=20131011063623;
AtkTimes(1050)=3.

HE A HERGITRATIF, AP AE PG CCHGEN L, R Ak HE
ALFR IS 7
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7.129 ATK_IP4_ACK_FLOOD

RevlfName(1023)=[STRING]; DstIPAddr(1007)=[IPADDRY]; DstPort(1008)=[UINT16];

HEARZRE RcvVPNInstance(1041)=[STRING]; UpperLimit(1048)=[UINT32]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING].
$1: NEOLFRR
$2: HIWIPHi:
$3: Hi¥i -
SHIRRE $4: VPN&HK
$5: R IR
$6: FEFRA
$7: BEkITHRI A
HEFR 3
ATK/3/ATK_IP4_ACK_FLOOD: RcvifName(1023)=Ethernet0/0/2;
£ 31 DstIPAddr(1007)=6.1.1.5; DstPort(1008)=22; RcvVPNInstance(1041)=--;
UpperLimit(1048)=10; Action(1049)=logging; BeginTime_c(1011)=20131009093351.
HERA AL E] A E H I HIIE R TCPAR S AL NACKIIPVAIR S HGE S BIME, ik H &%
IR &

7.130 ATK_IP4_ACK_FLOOD SZ

SrcZoneName(1025)=[STRING]; DstIPAddr(1007)=[IPADDR]; DstPort(1008)=[UINT16];

HEARZRE RcvVPNInstance(1041)=[STRING]; UpperLimit(1048)=[UINT32]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING].
$1: ANIRAHK
$2: HIWIPHi:
$3: HywmH
SHER $4: VPN4FK
$5: & R
$6: ZhfERE
$7: T T AR (A
HEFR 3
ATK/3/ATK_IP4_ACK_FLOOD_SZ: SrcZoneName(1025)=Trust;
245 DstIPAddr(1007)=6.1.1.5; DstPort(1008)=22; RcvVPNInstance(1041)=--;
UpperLimit(1048)=10; Action(1049)=logging; BeginTime_c(1011)=20131009093351.
EpY: BRI ) Y3 R H AL RO TCP AR 5 S NACK IIPVARSCHOBEE B, A& A
ALFR IS 7
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7.131 ATK_IP4_DIS_PORTSCAN

RcvIfName(1023)=[STRING]; Protocol(1001)=[STRING]; TcpFlag(1074)=[STRING];

HEARZRE DstIPAddr(1007)=[IPADDR]; RcvWPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING].
$1: NEOLFRR
$2: B
$3: TCPRA (NAETCPR X Bniz B
SHIRRE $4: HIIPHbE
$5: VPN&FR
$6: FEFRA
$7: BT URI [E]
HEFR 3
ATK/3/ATK_IP4_DIS_PORTSCAN: RcvifName(1023)=Ethernet0/0/2;
45 Protocol(1001)=TCP; TcpFlag(1074)=[SYN]; DstIPAddr(1007)=6.1.1.5;
RcvVPNInstance(1041)=vpn1; Action(1049)=logging,block-source;
BeginTime_c(1011)=20131009052955.
AR AR R 2 20 A port scani ik H &
IR &

7.132 ATK_IP4_DIS_PORTSCAN_SZ

SrcZoneName(1025)=[STRING]; Protocol(1001)=[STRING]; DstIPAddr(1007)=[IPADDRY];

HERE RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING].
$1: AILAFE
$2: il amx
" $3: HWIPHidiE
SRR
$4: VPNAFR
$5: FfERE
$6: Ml T 4RI )
BHEFR 3
ATK/3/ATK_IP4_DIS_PORTSCAN_SZ: SrcZoneName(1025)=Trust;
2451 Protocol(1001)=TCP; DstIPAddr(1007)=6.1.1.5; RcvVPNInstance(1041)=vpnl;
Action(1049)=logging,block-source; BeginTime_c(1011)=20131009052955.
HEieA 30 2 43 A Rport scani fil )k H &
ALFR IS 7
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7.133 ATK_IP4_DNS_FLOOD

RevlfName(1023)=[STRING]; DstIPAddr(1007)=[IPADDRY]; DstPort(1008)=[UINT16];

HEARZRE RcvVPNInstance(1041)=[STRING]; UpperLimit(1048)=[UINT32]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING].
$1: NEOLFRR
$2: HIWIPHi:
$3: Hi¥i -
SHIRRE $4: VPN&HK
$5: R IR
$6: FEFRA
$7: BEkITHRI A
HEFR 3
ATK/3/ATK_IP4_DNS_FLOOD: RcvlfName(1023)=Ethernet0/0/2;
£ 31 DstIPAddr(1007)=6.1.1.5; DstPort(1008)=22; RcvVPNInstance(1041)=--;
UpperLimit(1048)=10; Action(1049)=logging; BeginTime_c(1011)=20131009093351.
HERA BRI AT Y 13 E H IP R I%DNS Query IR SCHGE Mg, filk H &R %
IR &

7.134 ATK_IP4_DNS_FLOOD_SZ

SrcZoneName(1025)=[STRING]; DstIPAddr(1007)=[IPADDR]; DstPort(1008)=[UINT16];

HEARZRE RcvVPNInstance(1041)=[STRING]; UpperLimit(1048)=[UINT32]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING].
$1: ANIRAHK
$2: HIWIPHi:
$3: HHumH
SHER $4: VPN4FK
$5: & R
$6: ZhfERE
$7: T T AR (A
HEFR 3
ATK/3/ATK_IP4_DNS_FLOOD_SZ: SrcZoneName(1025)=Trust;
245 DstIPAddr(1007)=6.1.1.5; DstPort(1008)=22; RcvVPNInstance(1041)=--;
UpperLimit(1048)=10; Action(1049)=logging; BeginTime_c(1011)=20131009093351.
H&iEA BRI IR] PN [ 4 5 H BIIP R IEDNS Query fR SCEGER BIME, fidk H B A%
ALFR IS 7
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7.135 ATK_IP4_FIN_FLOOD

RevlfName(1023)=[STRING]; DstIPAddr(1007)=[IPADDRY]; DstPort(1008)=[UINT16];

HEARZRE RcvVPNInstance(1041)=[STRING]; UpperLimit(1048)=[UINT32]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING].
$1: NEOLFRR
$2: HIWIPHi:
$3: Hi¥i -
SHIRRE $4: VPN&HK
$5: R IR
$6: FEFRA
$7: BEkITHRI A
HEFR 3
ATK/3/ATK_IP4_FIN_FLOOD: RcvlfName(1023)=Ethernet0/0/2;
£ 31 DstIPAddr(1007)=6.1.1.5; DstPort(1008)=22; RcvVPNInstance(1041)=--;
UpperLimit(1048)=10; Action(1049)=logging; BeginTime_c(1011)=20131009093351.
A s 6 4 2 1P RIS I TCPAR G S YN ACK I SCHOBL B, Al H a6 ik
IR &

7.136 ATK_IP4_FIN_FLOOD SZ

SrcZoneName(1025)=[STRING]; DstIPAddr(1007)=[IPADDR]; DstPort(1008)=[UINT16];

HEARZRE RcvVPNInstance(1041)=[STRING]; UpperLimit(1048)=[UINT32]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING].
$1: ANIRAHK
$2: HIWIPHi:
$3: H H
SHER $4: VPN4FK
$5: & R
$6: ZhfERE
$7: T T AR (A
HEER 3
ATK/3/ATK_IP4_FIN_FLOOD_SZ: SrcZoneName(1025)=Trust; DstIPAddr(1007)=6.1.1.5;
2451 DstPort(1008)=22; RcvVPNInstance(1041)=--; UpperLimit(1048)=10;
Action(1049)=logging; BeginTime_c(1011)=20131009093351.
A s 6 4 2 1P RIS I TCPAR G S YN ACK I SCHOBL B, Al H 26 ik
ALFR IS 7
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7.137 ATK_IP4_FRAGMENT

RcvIfName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDRY];
DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Protocol(1001)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

HEAR

)

$1: AFZOAMR

$2: JHIPHLAL

$3: DS-Lite TunnelX i ith it
$4: HIPHdE

$5: VPNHFK

$6: WA

$7: BhERTY

$8: LT 4RI [H]

$9: il 45 SR ]

$10: b k#

HEZFR 3

ATK/3/ATK_IP4_FRAGMENT: RcvlfName(1023)=Ethernet0/0/2;
SrclPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
25 RcvVPNInstance(1041)=--; Protocol(1001)=TCP; Action(1049)=logging;
BeginTime_c(1011)=20131011074913; EndTime_c(1012)=20131011075413;
AtkTimes(1050)=3.

SRR HEREIFRITE, hifsROffSetEfE(0,5) M IIIPVAIR ST, REEMAHE
S(SEEM 7
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7.138 ATK_IP4 FRAGMENT RAW

RevlfName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDR];

HERE DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDRY];
RcvVPNInstance(1041)=[STRING]; Protocol(1001)=[STRING]; Action(1049)=[STRING].
$1: ANBEHOLHR
$2: JHIPHLE
$3: DS-Lite Tunnelx st il

SRR $4: HIIPHhL
$5: VPNAFR
$6: PHhCRAY
$7: ZhERE

HEER 3
ATK/3/ATK_IP4_FRAGMENT_RAW: RcvIfName(1023)=Ethernet0/0/2;

2451 SrclPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
RcvVPNInstance(1041)=--; Protocol(1001)=TCP; Action(1049)=logging.

—— HERATFXIFR, ks RONSeti1E(0,5) 2 MIMIPVAIR ST E Wik H i HERATF XK
- B, MR B OffSet(E7E(0,5) 2 Al FIIPVAR STl & — 4~ H &
BRI 7

7.139 ATK_IP4_FRAGMENT RAW_SZ

SrcZoneName(1025)=[STRING]; SrcIPAddr(1003)=[IPADDRY];

HEAZR DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Protocol(1001)=[STRING]; Action(1049)=[STRING].
$1: NIHAFK
$2: JFIPHuYE
$3: DS-Lite Tunnel i it

SRR $4: HIIPHL
$5: VPNAHK
$6: PR
$7: ZhEHRM

HEFR 3
ATK/3/ATK_IP4_FRAGMENT_RAW_SZ: SrcZoneName(1025)=Trust;

245 SrcIPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
RcvVPNInstance(1041)=--; Protocol(1001)=TCP; Action(1049)=logging.

s HERATFRTFR, IRk RONSet{irE(0,5)2 IIPVAH & ik Fik: HARATFXK

“ M, AR EOffSetfH 7£(0,5) 2 IRl T IPVAR ST fil & — 4~ H &

ALFRIEIY s
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7.140 ATK_IP4 FRAGMENT SZ

W]
]

HEAR

SrcZoneName(1025)=[STRING]; SrcIPAddr(1003)=[IPADDRY];
DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Protocol(1001)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

$1: ANIHAFR

$2: JHIPHLAL

$3: DS-Lite Tunneld stk
$4: HIPHidE

$5: VPNHFK

$6: WA

$7: BhERTY

$8: LT 4RI [H]

$9: il 45 SR ]

$10: BukiiH

HEFR

3

241

ATK/3/ATK_IP4_FRAGMENT_SZ: SrcZoneName(1025)=Trust; SrcIPAddr(1003)=9.1.1.1;
DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--;
Protocol(1001)=TCP; Action(1049)=logging; BeginTime_c(1011)=20131011074913;
EndTime_c(1012)=20131011075413; AtkTimes(1050)=3.

FiA

HEREIFRITE, hifsROffSetHfE(0,5) 2 M IIIPVAIR ST, REEMAHE

S(SEEE M

x

7.141 ATK_IP4 HTTP_FLOOD

RevIfName(1023)=[STRING]; DstIPAddr(1007)=[IPADDR]; DstPort(1008)=[UINT16];

HEARZRE RcvVPNInstance(1041)=[STRING]; UpperLimit(1048)=[UINT32]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING].
$1: NEOLFRR
$2: HIWIPHi:
$3: Hpum o
SRR $4: VPN&HK
$5: W IR
$6: FEFRA
$7: BEkITHRI A
HEFR 3
ATK/3/ATK_IP4_HTTP_FLOOD: RcvlfName(1023)=Ethernet0/0/2;
£ 3] DstIPAddr(1007)=6.1.1.5; DstPort(1008)=22; RcvVPNInstance(1041)=--;
UpperLimit(1048)=10; Action(1049)=logging; BeginTime_c(1011)=20131009093351.
AR B0 ] 9 06 1P % BOHT TP Gt e S B, i I 26 %
IR &
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7.142 ATK_IP4 HTTP_FLOOD SZ

SrcZoneName(1025)=[STRING]; DstIPAddr(1007)=[IPADDR]; DstPort(1008)=[UINT16];

HEARZRE RcvVPNInstance(1041)=[STRING]; UpperLimit(1048)=[UINT32]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING].
$1: ANIRAHK
$2: HIWIPHi:
$3: Hi¥i -
SHIRRE $4: VPN&HK
$5: R IR
$6: FEFRA
$7: BEkITHRI A
HEFR 3
ATK/3/ATK_IP4_HTTP_FLOOD_SZ: SrcZoneName(1025)=Trust;
£ 31 DstIPAddr(1007)=6.1.1.5; DstPort(1008)=22; RcvVPNInstance(1041)=--;
UpperLimit(1048)=10; Action(1049)=logging; BeginTime_c(1011)=20131009093351.
AR B0 ] P9 06 1P % BOHT TP Geth e S B, i I 26 % %
IR 5
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7.143 ATK_IP4_IMPOSSIBLE

RevIfName(1023)=[STRING]; SrclPAddr(1003)=[IPADDR];
DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];

== PN

H&R& RcvVPNInstance(1041)=[STRING]; Protocol(1001)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].
$1: AFZOAMR
$2: YRIPHLLE
$3: DS-Lite TunnelX i ith it
$4: HHIPHL:

; $5: VPNAFR

SHIRRE s
$6: WA
$7: BhERTY
$8: LT 4RI [H]
$9: Tk 45 s )
$10: Wik

HEFR 3
ATK/3/ATK_IP4_IMPOSSIBLE: RcvIfName(1023)=Ethernet0/0/2;
SrclPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;

£ 3] RcvVPNInstance(1041)=--; Protocol(1001)=TCP; Action(1049)=logging;
BeginTime_c(1011)=20131011074913; EndTime_c(1012)=20131011075413;
AtkTimes(1050)=3.

EifER HREGTTRITE, B KdAH F fPvafiocioiEid 1, RafEk H&

IR &
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7.144 ATK_IP4_IMPOSSIBLE_RAW

RevlfName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDR];

HEARZRE DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Protocol(1001)=[STRING]; Action(1049)=[STRING].
$1: ANB4LHK
$2: YHIPHLLLE
$3: DS-Lite TunnelX i ith it

SHIRRE $4: H¥IPHL
$5: VPN&FK
$6: PHLEM
$7: BhERMY

HEER 3
ATK/3/ATK_IP4_IMPOSSIBLE_RAW: RcvifName(1023)=Ethernet0/0/2;

2451 SrclPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
RcvVPNInstance(1041)=--; Protocol(1001)=TCP; Action(1049)=logging.

—— AR ATFAIFRE, U5 E A R EIPVASSC R AR F s F SR A TR, AN
~ B i kAR [F] FIPVARRCC iR — AN H &

ALFRIEIY 7

7.145 ATK_IP4_IMPOSSIBLE_RAW_SZ

SrcZoneName(1025)=[STRING]; SrcIPAddr(1003)=[IPADDRY];

HEAZR DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Protocol(1001)=[STRING]; Action(1049)=[STRING].
$1: NIHAFK
$2: JFIPHuYE
$3: DS-Lite Tunnel i it

SRR $4: HIIPHL
$5: VPNAFR
$6: PR
$7: ZhEHRM

HEFR 3
ATK/3/ATK_IP4_IMPOSSIBLE_RAW_SZ: SrcZoneName(1025)=Trust;

245 SrcIPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
RcvVPNInstance(1041)=--; Protocol(1001)=TCP; Action(1049)=logging.

s A ATETT . I AR (0 PVAR OB SRR F s FSR AT, R

“ {7tk ) P PV AR S A 2% — A H &

ALFRIEIY s
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7.146 ATK_IP4_IMPOSSIBLE_SZ

HEA

B

SrcZoneName(1025)=[STRING]; SrcIPAddr(1003)=[IPADDRY];
DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Protocol(1001)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

$1: ANIHAFR

$2: JHIPHLAL

$3: DS-Lite Tunneld stk
$4: HIPHidE

$5: VPNHFK

$6: WA

$7: BhERTY

$8: LT 4RI [H]

$9: il 45 SR ]

$10: BukiiH

HEFR

3

241

ATK/3/ATK_IP4_IMPOSSIBLE_SZ: SrcZoneName(1025)=Trust;
SrclPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
RcvVPNInstance(1041)=--; Protocol(1001)=TCP; Action(1049)=logging;
BeginTime_c(1011)=20131011074913; EndTime_c(1012)=20131011075413;
AtkTimes(1050)=3.

FiA

ERETFRITE, WEH AR R RIPVAIRSCE G L, RE 5l H &

S(SEEM

x
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7.147 ATK_IP4_IPSWEEP

RcvIfName(1023)=[STRING]; Protocol(1001)=[STRING]; SrcIPAddr(1003)=[IPADDR];
HEARZRE DSLiteTunnelPeer(1040)=[STRING]; RcvVPNInstance(1041)=[STRING];
Action(1049)=[STRING]; BeginTime_c(1011)=[STRING].

$1: A4
$2: il amx

$3: JFIPHLYE

SRR $4: DS-Lite Tunnels} st
$5: VPNAHK

$6: ZNIEARR

$7: Ty FHaR [a]

HEFR 3
ATK/3/ATK_IP4_IPSWEEP: RcvIfName(1023)=Ethernet0/0/2; Protocol(1001)=TCP;
2451 SrclPAddr(1003)=9.1.1.5; DSLiteTunnelPeer(1040)=--; RcvVPNInstance(1041)=vpni,
Action(1049)=logging,block-source; BeginTime_c(1011)=20131009060657.
HEieA 0 2 ip sweeplf itk H &
AbFRIEIY P

7.148 ATK_IP4_IPSWEEP_SZ

SrcZoneName(1025)=[STRING]; Protocol(1001)=[STRING]; SrcIPAddr(1003)=[IPADDRY];
HEARZRE DSLiteTunnelPeer(1040)=[STRING]; RcvVPNInstance(1041)=[STRING];
Action(1049)=[STRING]; BeginTime_c(1011)=[STRING].

$1: ALK
$2: il amx

$3: JHIPHLE

SRR $4: DS-Lite Tunnels} st
$5: VPNAHK

$6: ZMEARA

$7: Ty FHaR [a]

HEFR 3
ATK/3/ATK_IP4_IPSWEEP_SZ: SrcZoneName(1025)=Trust; Protocol(1001)=TCP;
245 SrcIPAddr(1003)=9.1.1.5; DSLiteTunnelPeer(1040)=--; RcvVPNInstance(1041)=vpnl;
Action(1049)=logging,block-source; BeginTime_c(1011)=20131009060657.
HEieA R0 L ip sweepl ik H &
ALFR IS 7
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7.149 ATK_IP4_PORTSCAN

RcvIfName(1023)=[STRING]; Protocol(1001)=[STRING]; SrcIPAddr(1003)=[IPADDR];

HEARZRE DSLiteTunnelPeer(1040)=[STRING]; RcvVPNInstance(1041)=[STRING];
DstIPAddr(1007)=[IPADDR]; Action(1049)=[STRING]; BeginTime_c(1011)=[STRING].
$1: NEOARR
$2: WA
$3: JFIPHLYE

N $4: DS-Lite Tunnel i ith it

SYRIERE
$5: VPNHFK
$6: HIWIPHi:
$7: ZhERE
$8: B HFURIN A

BEHER 3
ATK/3/ATK_IP4_PORTSCAN: RcvlfName(1023)=Ethernet0/0/2; Protocol(1001)=TCP;

45 SrclPAddr(1003)=9.1.1.5; DSLiteTunnelPeer(1040)=--; RcvVPNInstance(1041)=vpnil;
DstIPAddr(1007)=6.1.1.5; Action(1049)=logging,block-source;
BeginTime_c(1011)=20131009052955.

A= ULEA R 2 port scanii il & H &

AR x5

7.150 ATK_IP4_PORTSCAN_SZ

SrcZoneName(1025)=[STRING]; Protocol(1001)=[STRING]; SrcIPAddr(1003)=[IPADDR];

HEAZRE DSLiteTunnelPeer(1040)=[STRING]; RcvVPNInstance(1041)=[STRING];
DstIPAddr(1007)=[IPADDR]; Action(1049)=[STRING]; BeginTime_c(1011)=[STRING].
$1: ANBHEFR
$2: AR
$3: JRIPHuAE

. $4: DS-Lite TunnelXJ ik

SHIRRE
$5: VPNAHK
$6: HMIPHidiE
$7: ZhfEHRM
$8: Wi JT 4RI IH]

HES% 3
ATK/3/ATK_IP4_PORTSCAN_SZ: SrcZoneName(1025)=Trust; Protocol(1001)=TCP;

2645 SrclPAddr(1003)=9.1.1.5; DSLiteTunnelPeer(1040)=--; RcvVPNInstance(1041)=vpn1,;
DstIPAddr(1007)=6.1.1.5; Action(1049)=logging,block-source;
BeginTime_c(1011)=20131009052955.

A=A 3 2 port scani il & H &

ALFRIEIY 7
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7.151 ATK_IP4 RST_FLOOD

RevlfName(1023)=[STRING]; DstIPAddr(1007)=[IPADDRY]; DstPort(1008)=[UINT16];

HEARZRE RcvVPNInstance(1041)=[STRING]; UpperLimit(1048)=[UINT32]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING].
$1: NEOLFRR
$2: HIWIPHi:
$3: Hi¥i -
SHIRRE $4: VPN&HK
$5: R IR
$6: FEFRA
$7: BEkITHRI A
HEFR 3
ATK/3/ATK_IP4_RST_FLOOD: RcvlfName(1023)=Ethernet0/0/2;
£ 31 DstIPAddr(1007)=6.1.1.5; DstPort(1008)=22; RcvVPNInstance(1041)=--;
UpperLimit(1048)=10; Action(1049)=logging; BeginTime_c(1011)=20131009093351.
HERA AL E] A i E H AL TCPAR S AL NRSTIMIPVARR SCE G I, filk A&
IR &

7.152 ATK_IP4_RST FLOOD_SZ

SrcZoneName(1025)=[STRING]; DstIPAddr(1007)=[IPADDR]; DstPort(1008)=[UINT16];

HEARZRE RcvVPNInstance(1041)=[STRING]; UpperLimit(1048)=[UINT32]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING].
$1: ANIRAHK
$2: HIWIPHi:
$3: HywmH
SHER $4: VPN4FK
$5: & R
$6: ZhfERE
$7: T T AR (A
HEER 3
ATK/3/ATK_IP4_RST_FLOOD_SZ: SrcZoneName(1025)=Trust;
245 DstIPAddr(1007)=6.1.1.5; DstPort(1008)=22; RcvVPNInstance(1041)=--;
UpperLimit(1048)=10; Action(1049)=logging; BeginTime_c(1011)=20131009093351.
EpY: BRI ) Y3 A H AL IO TCP AR & G MRS THIIPVASI U SO MK, iR 25
ALFR IS 7
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7.153 ATK_IP4_SYN_FLOOD

RevlfName(1023)=[STRING]; DstIPAddr(1007)=[IPADDRY]; DstPort(1008)=[UINT16];

HEARZRE RcvVPNInstance(1041)=[STRING]; UpperLimit(1048)=[UINT32]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING].
$1: NEOLFRR
$2: HIWIPHi:
$3: Hi¥i -
SHIRRE $4: VPN&HK
$5: R IR
$6: FEFRA
$7: BEkITHRI A
HEFR 3
ATK/3/ATK_IP4_SYN_FLOOD: RcvifName(1023)=Ethernet0/0/2;
£ 31 DstIPAddr(1007)=6.1.1.5; DstPort(1008)=22; RcvVPNInstance(1041)=--;
UpperLimit(1048)=10; Action(1049)=logging; BeginTime_c(1011)=20131009093351.
ERR0L BRI ) Y3 A H AL IO TCP AR 5 BN SYNIIPVAS OB B, A& A 5
IR &

7.154 ATK_IP4_SYN_FLOOD SZ

SrcZoneName(1025)=[STRING]; DstIPAddr(1007)=[IPADDRY];

HEARZRE RcvVPNInstance(1041)=[STRING]; UpperLimit(1048)=[UINT32]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING].
$1: ANIRAHK
$2: HIWIPHi:
$3: VPNAHK
SHIRR .
$4: & LR
$5: FhfERE
$6: T AR IH]
HEFR 3
ATK/3/ATK_IP4_SYN_FLOOD_SZ: SrcZoneName(1025)=Trust;
245 DstIPAddr(1007)=6.1.1.5; RcvVPNInstance(1041)=--; UpperLimit(1048)=10;
Action(1049)=logging; BeginTime_c(1011)=20131009093351.
H&iEA AL E] A E H I TCPAR AL SYNIMIPVAR CHGE S BIME, ik H &%
ALFRIEIY 7
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7.155 ATK_IP4_SYNACK_FLOOD

RevlfName(1023)=[STRING]; DstIPAddr(1007)=[IPADDRY]; DstPort(1008)=[UINT16];

HEARZRE RcvVPNInstance(1041)=[STRING]; UpperLimit(1048)=[UINT32]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING].
$1: NEOLFRR
$2: HIWIPHi:
$3: Hi¥i -
SHIRRE $4: VPN&HK
$5: R IR
$6: FEFRA
$7: BEkITHRI A
HEFR 3
ATK/3/ATK_IP4_SYNACK_FLOOD: RcvlfName(1023)=Ethernet0/0/2;
£ 31 DstIPAddr(1007)=6.1.1.5; DstPort(1008)=22; RcvVPNInstance(1041)=--;
UpperLimit(1048)=10; Action(1049)=logging; BeginTime_c(1011)=20131009093351.
H&15 A LA R PO 2 H L TCPAR B4 N SYN+ACK I IPVAR SCE T RME, filk H &
IR &

7.156 ATK_IP4_SYNACK_FLOOD SZ

SrcZoneName(1025)=[STRING]; DstIPAddr(1007)=[IPADDR]; DstPort(1008)=[UINT16];

HEARZRE RcvVPNInstance(1041)=[STRING]; UpperLimit(1048)=[UINT32]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING].
$1: ANIRAHK
$2: HIWIPHi:
$3: HywmH
SHER $4: VPN4FK
$5: & R
$6: ZhfERE
$7: T T AR (A
HEFR 3
ATK/3/ATK_IP4_SYNACK_FLOOD_SZ: SrcZoneName(1025)=Trust;
245 DstIPAddr(1007)=6.1.1.5; DstPort(1008)=22; RcvVPNInstance(1041)=--;
UpperLimit(1048)=10; Action(1049)=logging; BeginTime_c(1011)=20131009093351.
SL BALIN IR P9 i B A HERE I TCPAR EAT NSYN+ACKKIPVAIR LGRS BIE, filk H &
ALFR IS 7

140



7.157 ATK_IP4 TCP_ALLFLAGS

W]
]

HEAR

RcvIfName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDRY];
DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

$1: AHELIAHK

$2: JRIPHLAE

$3: DS-Lite Tunneld stk
$4: HIPHidE

$5: VPN&FK

$6: ZHIERE

$7: BEITHRINTE]

$8: ki 45 SR []

$9: TUdiikH

3

241

ATK/3/ATK_IP4_TCP_ALLFLAGS: RcvlfName(1023)=Ethernet0/0/2;
SrclPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
RcvVPNInstance(1041)=--; Action(1049)=logging; BeginTime_c(1011)=20131011074913;
EndTime_c(1012)=20131011075413; AtkTimes(1050)=3.

BEULER

HEREGIFRITE, TCPArEA 2 BEMRIPVAIRCCEGHEITL, REFMAHE

ALTREZIY

x

7.158 ATK_IP4 TCP_ALLFLAGS RAW

RevlfName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDR];

HEARZRE DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr